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Continuity of Operations
Who, What, When, Where, Why, How (not necessarily in that order)
Purposes of Working Session

· Expectation Setting – This working session can help you get started.  If you are started it may help you think of things that you missed.  This session cannot teach everything needed for a complete Continuity plan.

· Brief Review of what Continuity of Operations is and why it is important

· How to get started in building a COOP Plan
· Discuss how to use the Template as a launching pad

· Discuss why “complete” is never complete and how often plans should be maintained.
Read Ahead Assumption
· Those present have read John A. Jackson’s Column from the May/June 2008 issue of Continuity Insights Magazine (advance handout).

COOP Review

What is COOP?

· Continuity of Operations is establishing the ability to either continue essential functionality right through a disaster incident without interruption or to recover that functionality within a predetermined time frame.  The shorter the Recovery Time Objective (RTO), the more resources are required to implement an executable Continuity Plan.

Why COOP?

· If any organization within a jurisdiction cannot perform its essential functions then it cannot help the rest of the jurisdiction function and may, in fact, impede that functionality.  This applies to the entire range in interruption incidents from those affecting a single building to those affecting the entire region.  

Yes, it can happen to you.

What are the Components for successful Continuity of Operations in a real incident?

· Department/Building Safety Response 

· Department / Building Incident Response
· Continuation or Recovery of Essential Functions

· Recovery of all Functions

· Return to Normal Operations in permanent space (Reconstitution)

What can cause an interruption requiring COOP implementation?  

· Natural hazards may require COOP implementation (earth, wind, fire, and water).  

· Human intervention may lead to COOP implementation [terrorism, human error causing health hazards or infrastructure disruption (power, communications, roads, utilities)].

What is Department/Building Safety Response in a COOP framework?

· Safety Response means that in a particular building the occupants know and have practiced:

· How to evacuate the building and reach an area of safety (even from a bomb threat)

· How to account for all the occupants and visitors after evacuation

· How to take shelter inside the building to be safe from external threats and potential flying glass or loose objects.

· Depending on building size and occupancy this may require a structure of leaders or “floor captains” who meet regularly and practice how to direct people to safety.

What is Department / Building Incident Response in a COOP framework?

· In part, this depends on the size of the jurisdiction. 

· Larger jurisdictions will have more levels and a deeper reporting structure.  May use ICS or NIMS.
· At its most basic, incident management is about:

· Taking care of people

· Gathering information

· Assessing the situation

· Determining next steps and whether or not to initiate recovery processes

· Providing public (press) information through a single source

What are Essential Functions that have to be continued without interruption or recovered?

· Essential functions are those functions performed by the jurisdiction that, if interrupted for a lengthy period, would cause serious or irreparable harm to the people or institutions in the jurisdiction.  

Definition from the COOP Template – Those functions that enable state agencies to provide vital services, exercise civil authority, maintain the safety and well being of the citizens, sustain the industrial/economic base in an emergency.

· Not-essential does not mean not important.  It is just that total redundancy of functionality and infrastructure is neither practical nor cost effective.

What about the Template?

Comments

· Necessary components are present and it covers the points laid out in Federal Preparedness Circular (FPC) 65.

· This workshop may point to some things you’ll wish to add to enhance your preparedness.

· Filling out the template doesn’t create an actionable plan.  Don’t be afraid to change it or have multiple plans if that meets your recovery needs.
· The Template has some assumptions built in.  For instance, it assumes the existence of Occupant Emergency Plans (evacuation, shelter in place, etc.).  The assumptions are not bad, but be aware they are assumptions.  Whether or not they are accurate for your jurisdiction may cause you to alter your planning process.
· The Template contains two kinds of information and users want to be aware of both.

· First, there is information related to the intent of the jurisdiction plus the purposes and objectives of the plan.  There are also tools to help the COOP Coordinator develop and maintain the plan.
· Second, the plan serves as a repository for information users will need to recover functionality after an actual disaster incident.

· Each organization using the template should place these things in the order that will be most useful to them.  The current annex structure can be changed to suit the jurisdiction

· Custom action plans by department are needed to use the information in the annexes.

· The Template assumes a 12 hour recovery window.  There is nothing wrong with this, but each jurisdiction can decide what is appropriate for it by building, by function.  

· A formal identification and classification step for functions is important because there is seldom universal agreement in any organization about what is important.  

· When reviewing which systems in the jurisdiction have failover redundancy make sure that matches what the plan is saying and don’t be afraid to change the template as needed. 

· Consider working on Annexes A (Essential Functions) and H (Mission Critical Systems) together.  Often the essential functions are supported by the Mission Critical systems.  The IT area needs a separate plan for restoration of the critical systems.
· Annex C – Alternate Facilities – Identifying and arranging for a place to go if regular work space is damaged is important.  Options are: 

· Other empty space controlled by the jurisdiction

· Vendors 
· Reciprocal Agreements within jurisdiction or with other jurisdictions

· Pitfalls to watch for include
· Multiple organizations depending on the same space

· Usage patterns change and the plan does not get updated

· Reciprocal Agreements that are not:

· Formal

· Practiced

· Reviewed Annually

· Annex D – Go kits – Other terms for these are Prepositioned Materials or Off Site boxes.  They need to be away from the main office.
· Consider what is reasonable for the jurisdiction.

· If fully functional PC’s or Laptops are not in the budget, how about backup copies of the software?
· Annex E – Consider separate processes for saving/restoring Vital Records that are not electronic from those that are.  Information Technology is really a separate problem.

· Annex M – The Maintenance Timeline will be customized to the specific jurisdiction and probably should be simplified.  This is a useful tool for the COOP Coordinator.
· Annex N – The checklist of plan elements is a plan development tool.
· Annex O – COOP Crosswalk is a plan development and maintenance tool.

· Consider adding an Annex specifically about facility restoration for cleaning up and drying out damaged areas.  Things to think about:
· Electronic gear exposed to smoke or water needs specialists to clean it up.
· Consider mold prevention and mitigation
· There are national or regional specialist vendors where advance contracts are needed
· There are local franchisees of national companies on a first-come-first-served basis.
· Information Technology Plan – The template, when completed, may give an overview of the technology needed from a non technical management standpoint.  However, IT needs its own more detailed information and roadmap on how to recover.  While responsibilities differ from organization to organization, in general IT has three major areas of responsibility in recovering from a disaster incident.

· Repair and/or acquisition of necessary equipment to restore servers AND desktop technology in a facility that has the necessary infrastructure.

· Restoration or “no fail” continuation of Server operating systems, data and connectivity to desktop technology (dependent on city/county needs)
· Repair and/or restoration of telephone capability.

Restoration of these capabilities in an appropriate prioritized order and to a satisfactory level requires its own plan.  The reason it is important to COOP Planning is that everyone is so dependent on technology that without it few functions will remain operational.
How do we get started?
There are 6 major pieces of creating an actionable COOP that cover a lot of territory.  First we will outline them then talk about them in more detail.
The six are:

1. Preparation

2. Impact Analysis and Risk Assessment

3. Mitigation Strategies

4. Operations Restoration

5. Information Technology Restoration

6. Regular Exercise/Learning/Updating

Preparation/Management Buy in
· If management is resistant to the concept, request a low cost pilot study that can be restricted to a few buildings or departments.

· Identify overall COOP Plan Development Coordinator

· Identify other resources available to do planning and their roles
Impact Analysis and Risk Assessment

· Identify functions

· Determine scope of the planning effort

· Set initial RTO’s and RPO’s for functions to identify essential functions
· Identify key enabling Technologies and Processes

· Identify Risks that could disable service

· Identify Mitigation strategies

· Identify Recovery Strategies that assist Recovery Planning

Mitigation Strategies

· Mitigation Strategies are things an organization can do to keep an incident from turning into a disaster or to lessen the effect.  They will be different for every jurisdiction and probably for every department.  We can only give some examples.

· If payroll is a critical function what workaround options are available?
· For direct deposit systems consider working out a process to use the amounts from the previous payroll again.  It won’t catch everything, but it gets most people paid.

· For checks – If there are a lot of them, then going to a direct deposit system is a mitigation strategy.  If there are not many then having a supply of checks stored away from the office along with information about the previous payroll for writing them by hand is a possibility.
· If a critical function is in a building where power flickers or surges during storms then under desk UPS’s are a mitigation strategy.

· If a critical function absolutely must be up 24/7/365 then backup power is a mitigation strategy.

· If a critical function can be worked around manually or needs a specific set of items to be restarted, then having supplies to do so stored off site is a mitigation strategy.

· Spare Tires are a mitigation strategy in personal lives.

COOP for Operations (including but not limited to)
· Manage the incident and start the recovery process
· Plan for total building loss and less than total building loss

· Consider how to provide alternate work space

· Set final function RTO’s and RPO’s and identify critical services
· Identify technologies required to support critical services
· Create workarounds for absence of technology where possible

· Identify services that can go forward with limited or no technology

· Pre-Arrange for ongoing communications

· A capability to put messages on incoming phone lines located outside the PBX equipment of the jurisdiction

· Pre arranged capacity to move lines to an alternate place
· Identify and pre-position key start-up items or supplies

· Set up contact information and processes for all employees and officials
· Set up contact information and processes for key vendors/suppliers

· Set up processes for quarterly or semi-annual plan updates, annual testing
COOP for Information Technology (including but not limited to)
· Manage IT recovery and coordinate with the overall incident manager or team for the jurisdiction

· Identify critical servers and associated infrastructure (based on user functional needs and which parts of the technology support those)
· Arrange for equipment and a place to restore critical servers (may include redundant systems located in a different place for those things that must be up 24/7/365)

· Pre-position supplies, documentation on restoration steps and copies of software

· Set up contact information and processes for IT employees and officials

· Set up processes for quarterly or semi-annual updates, annual testing

Exercising and Testing Plans

· People often get too worried about having their test “fail” and looking bad because it did, so they plan the test rather than test the plan.  Establish a “Safe Environment” for all participants.  

The purpose is to learn how to improve the plan, not embarrass anyone.  It is unlikely, but if an exercise totally implodes because the plan did not take into account the scenario damage, it is still a “Safe Environment.”  Business outside the exercise area goes on as usual.  No one is really dead or injured and the sun still shines.  All it means is that there is time to improve the plan before a real event.

Because Continuity Planning is ongoing and never “complete,” an exercise is designed to stress the plan and bring out things that were not previously considered.  When those things do come out it does not mean that any person has failed.  It means that the organization has the opportunity to improve the plan.

That’s all well and good, but where do “I” start?
Step One – Management Buy-in

· Those in leadership positions have a lot on their plates and many things vying for the available budget.

· Before there will be attention to a major COOP effort the leaders need to know the impact of doing without various functions of the jurisdiction and how long it can take to recover those functions without advance preparation.  In the case of public entities such as Cities and Counties, the reaction of the public to loss of public functions must also be taken into account.
· Rather than requesting a large COOP effort from the very start, be up front with the jurisdictional leadership that while a complete COOP may be the ultimate objective, the first step is to determine the scope.  Initially request a review of functions and an analysis of the impact of their absence:

· On other parts of the jurisdiction – departments, buildings
· On the residents and businesses in the jurisdiction

Impact Analysis – Information Gathering
Step Two – Determine Scope
· How many buildings?

· How many departments?

· How many employees in each department?

· How many employees in total?

· Which areas are the most interdependent?

· How many servers?

· What areas operate only during normal business hours?

· What areas operate outside normal business hours?

· Are there existing, up-to-date organization charts or similar information available?

Step x – Resource Needs  (not in Presentation Deck)
· Has a COOP Coordinator been appointed and does that person want to do it or is it just one more thing added to an already full job?
· Continuity Planning is not a deep dark mystery, but it does take effort and resources

· Knowledgeable people to represent each area – Their time costs money and when they are working on COOP they are not working on something else.

· Money for “stuff” – We don’t know what that stuff is yet but we know there will be something.  Some things may already be in place.  Possible examples are:

· Vendor contract(s) to provide workspace, equipment replacement, cleanup, etc.

· Off site storage for tapes, records, backups

· Backup power generation for critical sites

· Failover work sites and equipment for things that cannot be off line in any circumstances

· No City or County is going to give the COOP planning effort a blank check so part of that effort has to be determining what resources are already available and what will need to be acquired.  The budgetary authority will have to know what is required, how much it will cost and what benefit they can expect to derive from the preparedness effort. 

· Assets already in place?

· Vendor contracts for emergency replacements

· Backup power

· Off site storage for critical records

· Etc.

· Assets in the pipeline

Step Three– Function Identification and Initial Ranking

· For each of those buildings and departments it is necessary to identify the functions they perform and their priority for recovery if interrupted.  
· Requirements for recovery of functions drive the allocation of resources for recovery, including Information Technology resources and servers.  IT will have a good idea of what things are going to be most important, but IT priorities should inform operational recovery priorities, not drive them.
· The place to list essential functions is Annex A and the template instructions indicate the use of Worksheets 1, 2, 3, 4, and 5 to develop this information.  

· At present, the table in Template Annex A does not reflect the end result of the work done to produce it and the worksheets do not always try to obtain both RTO (Recovery Time Objective) and RPO (Recovery Point Objective).  RPO applies to Technology supported functions and is a measure of how much information the organization can afford to lose since the last valid backup.  Smaller RTO’s and RPO’s cost more to implement.
· Consider adding some columns to the table in Annex A.  For each function or service, identify:

· Recovery Time Objective (RTO)

· Recovery Point Objective (RPO)

· Recovery Priority
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Step Four – Information Technology – Use Functional Priorities to Set Server Recovery Priorities

· Set preliminary RTO’s / RPO’s for each server

· Develop costs around being able to support the RTO’s / RPO’s.  Consider:

· Current backup schedule and when tapes go off site

· Availability and Delivery of replacement hardware

· Availability of an alternate facility or other replacement strategy

· Required building infrastructure (power, cabling etc.)
· Feed this information back to the COOP Coordinator.  
· Realize that the RTO’s / RPO’s IT can make may not be acceptable to the system users, but part of the process is finding out what the operating departments need and then what it will take to cover the need.
OK, So I know my functions, my RTO’s and my RPO’s – Now What?
Step Five– Desired vs. Reality
· Now is the time to take a hard look at how those numbers and essential functions compare to the jurisdiction’s actual ability to recover lost functionality in those time frames.
· Boil out all the happy talk and assumptions about the ability to do things without careful advance planning and formal agreements in place.  Here are two examples to boil out happy talk.
· Example 1:  Happy Talk – “If something happens to our building we’ll just go over to xyz department and take over their space because what we do is more important than what they do.”  
Situation 1:  A building that does not house primary IT assets, but does house several operating departments with desktop technology has a fire.  The building is no longer usable and salvage of equipment and records is minimal due to smoke and water damage.  

· Unless the jurisdiction either has extra furnished, networked buildings with PC’s and phones sitting empty there is no place for the employees to work.

· Without formal agreements and decisions in advance that “x” (less important) department will give up their space to the refugees it will never happen and it may not happen even if there are formal agreements.
· If there is some empty space, how quickly can it be cleaned, wired, furnished and have technology installed?

· What records, reference materials, supplies, etc. were lost?  Can they be reproduced?  If so, how long to do so?

· Chances are, without pre-planning, and working at warp speed, the displaced department(s) will not begin to recover for several weeks.  Is that good enough?
· The good news is that since the primary servers are elsewhere in this instance probably very little data stored on the network will be lost.  All information stored on local hard drives will be lost.

· The bad news is that unless the RTO’s for everything in the building are several weeks out the functions of this building are not going to recover in a timely manner and the members of the public served by it will not be happy.

· Example 2:  Happy Talk – “If something happens to our servers we’ll just call up the vendor and have them rush new servers to us.”
Situation 2:  A building housing the jurisdiction’s servers is the victim of a tornado that took out most of the block on which it sits.  That building also housed the jurisdiction’s PBX telephone switch.  Most the Network Administration staff and other IT staff were in the same building and quite a few were injured badly.  The rest of the jurisdiction now has no phones, no Internet service, no email, no server based applications (everything that is not MS. Office).  Other than that, the other buildings are fine.

· Some critical things may have failover backups in other buildings (like 911 services).  The rest will have to be replaced in new space, largely by IT professionals unfamiliar with the specific systems.
· How fast can 5 to 30 servers be obtained without a prior arrangement?
· How much processing information was lost?

· Is there documentation stored off site saying what servers were there, what the configuration was, what operating systems, drive capacity, what applications etc., or was that all in the building?

· What infrastructure is required to support the new gear?  (power, network cabling, switches)

· Are backup copies of all the operating system and application software stored off site?

· Are new tape drives going to be compatible with the backup tapes?
· The point is that before going back to the jurisdiction’s leaders for COOP resources, it is important to have a good grasp of the impact various kinds of outages have on the jurisdiction, its employees and its citizens.

Step Six – Impact Analysis

· Definition – The process of using the function information to determine impact in the jurisdiction of having functions out of service.  Impact can be in terms of revenue lost, public dissatisfaction or danger to public and employees.  The objective is to figure out what is important and what is going to be required to keep it from becoming unavailable or to recover in an appropriate time frame.

· Purpose – Determine which systems and functions are essential for an organization to survive a disaster event in the short term and to provide the basis for recovery of all functions.  Impact Analysis will probably cause each jurisdiction to reconsider the RTO’s and RPO’s desired by individual departments.

· The basic Recovery Time question for each function is – What is the impact to the jurisdiction and its citizens if this function is out of operation for “x” hours?  The point at which “x” becomes intolerable is the maximum RTO.

· The basic Recovery Point question for each function is – If we lose the technology supporting this function and lose some of the data, how much data loss can be tolerated and still be able to recover the function to a level acceptable to both the public and to jurisdiction officials?  What if we lose 1 day’s worth?  2 days?  1 week?  2 weeks?  etc.  The maximum tolerable information loss is the maximum RPO.  

· Be careful about assuming what the Recovery Point is.  Example:  If Backups are done every day and sent off site, one might assume the maximum data loss in a disaster would be one day.  However, if the tapes do not leave the building until 1:00 PM the next day, a disaster incident at noon would cost 1½ days of transactional information. 

· Establishing final RTO’s, RPO’s and priorities is an iterative process, both within the department and between departments.  Priority is managed by the COOP Coordinator in consultation with department heads including Information Technology.  

· Information on Worksheet 2 will help with Analysis and review of both functional recovery requirements and existing risks to the location or organization.  Note the worksheet has a built in assumption that it is all about technology the assumption is not entirely accurate.  

· Analysis of Risk and probability of occurrence is part of Impact Analysis and some of the risks for Cities and Counties are already in the template.  C-Now is providing some additional information to assist in the assessment of risk.  (Note the list in Risk Analysis Process.doc and offered as a tool at the end.)
Step Seven – Impact Analysis Results to Jurisdictional Leadership

· Return to jurisdictional leadership with results of the Impact Analysis, including RTO’s / RPO’s 

· Present the differences between current recovery capabilities and needed capacity during the analysis.

· Estimate and present the costs of being unprepared in terms of lost revenue, increased costs for “rush” deliveries and taxpayers furious at the jurisdiction’s inability to deliver the expected services.
· Discuss what happens to the jurisdiction’s citizens if restoration needs and time frames identified are not met.  May cause another iterative visit to RTO’s / RPO’s.

· Identify things the jurisdiction has already done, mitigation strategies in place and mitigation strategies that should be investigated.

· Resist any efforts by leaders to assume things will happen without preplanning and formal agreements.  Such assumptions almost never work out when the incident happens.

Hooray! (sort of)  I convinced them this was worth doing, but got very little money
Not everything happens at once.  Don’t give up yet.  Be sure to keep the jurisdictional or budgetary authority in the loop with regular updates.  Unless he or she understands the kinds of issues with which the process is dealing, the cost, whether large or small, will be a surprise and budget authorities do not like to be surprised.
Step Eight – Look at all the information required and begin to gather it.

Remember that in its initial iteration the COOP is largely a place to store the information needed for recovery.  Action plans or play books on how to use the information are developed later.  The list below has pieces Contingency Now thinks are important.  Some are in the Template and some are not.  Add as many annexes as are needed and re-order them to make sense for the jurisdiction.
· List of Essential Functions, their RTO’s and RPO’s (update annually)
· A current Organization Chart for the jurisdiction (update semi-annually)

· Contact Information along with a methodology for using it from call trees to sophisticated systems.
· Employees (home phone, cell phone, email, street address) (update semi-annually)

· Local Emergency Numbers in addition to 911 (Building Management for each building, EMS, Fire, Police, State Police, FBI, Power Co., Gas Co., Hospital (closest), Poison Control Center, Sewer District, Water Co. ) (update annually)
· Regulatory entities, State or Federal who must be contacted (entity name, address, phone number) (update annually)

· Pre-positioned Materials – Things each department needs to store off site in a secure location that they will have to have to restart their functionality.  This includes a set of supplies to start up a command center if the jurisdiction does not have a formal EOC (update semi-annually and refresh supplies that deteriorate over time such as paper or forms, markers, highlighters, batteries).  
· Decide where to store the materials.  Storage needs to be far enough away from the department needing the material that it is unlikely to be caught in a common disaster..

· Internal Dependencies – Entities within the jurisdiction that depend on each other.  Note dependency and contact person.  (update annually)
· External Dependencies – Who are the vendors on which the entity depends?  Get contact information (address, phone, contact person, emergency contact person, kind of product or service provided, contract # if needed).  If a vendor is local and single location think about backup suppliers (update semi-annually).
· Work-in-Progress – Each Department needs to know and document what work-in-progress could be lost in a disaster incident and develop a strategy for beginning to recover it.  This could consist of paper on individual desks, electronic information stored on individual workstation hard drives or something else in progress with the disaster strikes.
· Replacement Minimum Standards – Set minimum standards for emergency recovery equipment so that the jurisdiction does not rent or buy things it cannot use.  The standards are a floor, not a ceiling.  The jurisdiction may choose better equipment that is available at a favorable price.
· Example 1:  If a department’s normal work space is destroyed it may have to set up in temporary quarters.  Normal standards may call for certain kinds of desks, cubicles, chairs, storage, etc. and a certain amount of floor space.  If those can be acquired within the needed time frames fine, but the minimum standard for a personal work space may be a 6 foot folding table a chair and a couple of filing boxes for storage until permanent replacement equipment can be obtained.
· Example 2:  A department may have personal desktop technology that works fine in their environment consisting of a PC with 512K of RAM, a 40GB hard drive and a 15 inch CRT monitor.  That would be the minimum standard.  Technology changes so quickly.  After a disaster incident in which equipment was destroyed machines with more RAM, bigger hard drives and larger LCD monitors may be readily available and getting the “minimum standard” would cost more and take longer.

· Set Minimum Standards for:
· Workstations (desks, chairs, etc.)

· Desk equipment (staplers, calculators, phones)

· Desktop PC hardware configuration

· Laptop PC hardware configuration

· Desktop and Laptop software configuration

· Personal Workstation printers

· Networked printers

· Copiers

· Fax Machines

· Scanners  
· Vital Records (includes electronic Databases) Identify the records used by each department.  Records may be paper, microfilm, microfiche or electronic
· “Vital” means records, that if absent could cripple services provided by the jurisdiction.

· List Records by department

· Identify as Paper or Electronic

· Develop strategies to preserve those that are essential or vital.

· Work with Information Technology for Electronic Records

· In the plan note each record, how it is preserved and the RTO/RPO.

· If there are non-electronic vital records (paper, film) that are not duplicated consider and document strategies for re-acquiring the information if the records are destroyed.  Other possibilities include scanning records into a document imaging system.  In some instances, because of resource constraints, a jurisdiction may choose to accept an identified risk without mitigation.
Step Nine – Develop a Management Structure that moves to Reconstitution:

Note that this structure will vary based on the size of the jurisdiction and the severity of the incident.  Each jurisdiction needs to talk through how this will work for them.

· Establishes a place from which to direct the recovery effort (EOC or Command Center.)

· Establishes who can “declare” a disaster and initiate full recovery efforts beyond immediate response.

· Coordinates recovery efforts of the IT side with IT management.
· Handles notification and updates to employees and families.
· Designates the process for deciding if an incident is a disaster and specifies what that entails.

· Plans for repairing or replacing the primary work space and moving back in once the essential functions are working.
· Reports to the top authority in the jurisdiction.

· Uses prepositioned Command Center supplies.  These are named in the plan and stored securely off site where they can be retrieved easily.
Sample list of Command Center supplies:

1. White board and steady platform

2. Erasable markers (red, green, blue, black – 4 ea.)

3. Bottle of Windex

4. Two rolls of paper towels

5. Package of Handi-Wipes

6. Three boxes of tissues
7. Package of moist wipes
8. 4 Flashlights (shake / power) for damage assessment
9. Twelve note pads

10. 2 clipboards

11. Box of pens

12. Box of pencils

13. Pencil sharpener

14. Box of paper clips

15. Tape dispenser

16. Stapler 

17. Box of staples

18. Binder Clips

19. Box of recordable CD’s

20. Box of paper (copy paper)

21. Box of file folders

22. Two easels

23. 4 pads of easel paper

24. Command Center Sign-in log

25. Tape & Masking tape

26. Scissors

27. Post-It Notes (several sizes)

28. Usable copies of the forms in the COOP Plan

29. First Aid Kit

30. Post-it Notes

31. Media Kit

There has not been much about Information Technology.  Where do they come in?

Information Technology will either have its own plan or its own set of Annexes.  They are definitely a part of the overall plan and need most of the same information up to this point.  From here forward IT planning begins to diverge and will be handled as a separate set of steps after the Operations side.  To jump directly to Information Technology click here or go to page 16.
Step Ten – Succession Planning

· Establish delegation of authority or succession paths in case decision makers are disabled in the incident.

· This is Annex F in the Template.

· It is not necessary to name a successor for every position.  Choose which positions are critical and name those.  Probably the top five to ten positions in the jurisdiction plus the heads of critical departments such as police, fire, utilities, public health.  Each jurisdiction makes this judgment call.
Step Eleven – Plan for Activities to Secure and Replace Assets

· Assess damage to building(s) (Form tools Available)
· Assess loss of contents.

· Review the extent of the incident.

· Plan for streamlined purchasing processes that will still have accountability.

· Forms?

· Process?

· Special Accounts used only for Recovery Expenses?

· Plan for safeguarding the jurisdiction’s insurance coverage information.

· Know standards for replacement equipment.

Step Twelve – Establish a Media Policy and disseminate to all personnel

· Name a spokesperson.

· Limit Media interaction by all others.

Great – Now we have this large pile of information, but we still don’t really know to regain lost functionality for the jurisdiction
This is when the planning gets difficult and goes farther away from any cook book or template approach.  Each jurisdiction and each department in that jurisdiction needs to take a hard look at what it means to bring an area back to functionality if their location is destroyed.  This is also where the solutions begin to cost money.  It is very important to keep the jurisdictional leadership and the budgetary authority in the loop.
Step Thirteen – Alternate Facility Acquisition

The very first issue is having a place to recover.  Facilities for recovery are the responsibility of the jurisdictional leadership and generally delegated to the facility manager for the jurisdiction working with the COOP Coordinator.  The COOP Coordinator can also handle it if needed.
· Cautions
· If planning on using jurisdiction resources either don’t double book the space or be very clear who has priority and that some things won’t be recovered.

· If using recovery vendor resources, make sure the contract covers everything that is needed.

· Don’t be stopped by conventional thoughts about space.  Consider using desks that normally are used for one shift for two or three if some functions do not have to directly serve the public.

The issues for the facility manager generally fall into 4 areas:
· Space (don’t forget rest room facilities)

· Furniture

· Wiring for Power

· Wiring for Data

PC’s (Desktop Technology) were not mentioned because they are usually part of the IT plan.  Server space will also be discussed along with Servers.
The Template assumes everyone will have an alternate space to which they can go.  Generally, this won’t be the case and each department needs to be figuring out how to work around this issue.  Reciprocal agreements between jurisdictions are an option as long as they are formal, practiced and reviewed annually.
There are 5 kinds of space:

1. Unfinished space requiring wiring and build out including HVAC, lighting, etc.

2. Finished space that will need some wiring.

3. Finished, furnished, equipped space from which the current occupants can be “bumped” or who are willing to share utilizing shift work.

4. Recovery Vendor supplied building office space, probably in another city.

5. Recovery Vendor supplied mobile office recovery space (48 hour delivery after declaration, equipped workspace, PC’s, phones, satellite connectivity).

· Options 1 and 2 are good for RTO’s that are weeks or months out, but also might be useful as an interim step for long term temporary space when rebuilding the primary location is going to take a long time.  Lead time for furniture also has to be considered.
· Option 3 is workable as long as all the agreements about it are formal and discussed regularly so no one is taken by surprise.  Space can also be gained through reciprocal agreements with other jurisdictions, but these have unique maintenance problems and need to be handled carefully.  There is a lot of potential for interdepartmental discontent.

· Option 4 is the model preferred by Sungard and IBM.  The major issue is finding people willing and able to travel to another city for weeks at a time to work.

· Option 5 is the model preferred by Agility and Rentsys.  They bring equipped workspace to the customer.  Sungard also has mobile capability, but they prefer fixed site recovery.

Step Fourteen – Departmental Planning – Understanding what is required to restart operations besides Information Technology

This is the point where each department, with assistance from the COOP Coordinator, needs to develop an action plan that will enable restart of critical functions and eventually all functions in new space.

· Because we are all so used to using technology on a day to day basis there is a tendency for people to say that if you restore their phone and their computer they are ready to work.  In most instances they are wrong.
· Look for things in the office that are so reliably “there” that they have become invisible.

· Reference materials or required documentation that is only needed periodically rather than every day

· Reference sheets tacked to the wall

· Templates or other information kept on the local hard drive rather than the network
· Review the function list for the department (both those essential for immediate recovery and the ones for later recovery).  

· Work through step by step what it would take to recover each function and document those steps.  It is probable there will be things needed that have not been previously identified.
· Put these things is a prepositioned materials or “off site” box and have them stored at a secure facility from which they can be retrieved after an incident.  Not every department will need a box.  Many will.  Examples of off site box items include: 

· A short supply of any custom forms until more can be ordered
· Custom stamps, stationery, envelopes that may not be available until ordered
· Software CD’s for any software used only in the department that IT would not be able to easily replace

· Copies of any templates or form letters not easily available on the network

· Copies of reference materials that, while replaceable, could take a while

· Copies of brochures and printed materials where the whole supply is on site in the building.

Step Fifteen – Develop Distribution Lists for both the Operations Plan and the Information Technology Plan.  Include instructions on appropriate handling.
The plans contain confidential information both about the jurisdiction and about employee contacts.  Those on the distribution should have copies at home and at work, but should not leave them lying around where inappropriate people can use them.
Step Sixteen – Develop a process for evaluating damage to the primary location and determining if long term temporary space will be required.

· Work with COOP Coordinator (form tools available)

· Move quickly – Things begin to deteriorate very quickly if wet.

· Assess damage to building and equipment.

· Use specialists for salvage, especially smoke damage.

Information Technology Recovery

Information Technology already developed a server recovery priority list in Step Four.  For IT this process starts after Step Nine.

IT Step Ten – Establish the Recovery Organization for IT and appropriate teams structure

· Some possibilities include:

· Network Team

· Desktop Technology Team

· Database Team

· Image Systems Team

· If the IT organization is not large enough to support the necessary recovery groups for a major incident the jurisdiction may wish to consider contracting for recovery services.  Just make sure the organization selected is unlikely to be affected by the same incident.

IT Step Eleven – Develop a plan for Server Recovery and Network Connectivity

· This is not easy and not free.  Both IT management and jurisdictional officials have to realize it and allocate resources to it or there will be no timely recovery.  Requirements include:

· A space suitable for Server Recovery with appropriate connectivity far enough from the primary site that it will not get caught in the same incident.

· Replacement equipment that can be delivered to the recovery site (or with the recovery site) within 48 hours.

· Depending on need, this kind of thing is usually accomplished through contracts with vendors in the recovery business such as Rentsys, Agility Recovery, Sungard or IBM.  

· Detailed information on the configuration and operating systems of each server is also required (form tools are available)
· There are probably some systems in each jurisdiction that cannot afford to be off line at all.  These require failover setups to provide 24/7/365 service and the failover must be in the remote location.

· Step by step instructions on how to restore each critical piece of equipment that can be followed by competent IT professionals not currently part of this jurisdiction.  

· There is a tendency to assume that “Joe” knows how to do something so documentation is not necessary.  The problem is that “Joe” might not be available.

· Use off site storage of not only the backup data, but also the software that allows it to be used.

IT Step Twelve – Plan to replace desktop technology damaged or destroyed in the incident
· Know the standard operating system and software configuration for desktop technology

· Have appropriate install files available, both on the LAN and boxed off site on CD’s.

· Have a source for replacement equipment that can be delivered in 48 hours.
IT Step Thirteen – Plan to replace telephone connectivity and possibly internal PBX switch

· Review what it will take to restore phone service if the PBX switch is destroyed

· Possibilities include

· Recovery Vendor

· PBX Vendor

· Are there phones that cannot be off line

· 911

· Police

· Fire

· Others?

· What does it take to assure this continuity?

IT Step Fourteen – Develop a generic plan for return to the home data center after repairs

· Moving a data center after servers have been recovered elsewhere is, all by itself, another opportunity for major disruption, but there may not be time to plan everything.  Develop a generic plan that covers most of the areas and use it as an aid in what will be a hectic environment.  (sample available)
So how do I know I can really recover?

· First – Let’s define what Is meant by Recovery

· Recovery is when an area is again able to perform its essential functions after an incident that interrupts normal work.

· Example 1 – After a false fire alarm – Recovery is when people walk back into the building and go back to work.

· Example 2 – After a real fire – Recovery is when people can again perform their essential functions at a new location.

· Every plan has holes in it.  No matter how hard people have worked to think of everything needed to recover, something was left out, probably something that applies only to a specific jurisdiction.

· Exercises are designed to stress plans and uncover these holes so the plan can be improved.

· How does an area know that their plans will work?
· Practice, Practice, Practice
· At least once per year practice on a scenario that affects the entire building or entire department if in multiple buildings.
Table Top Exercises

· For non-IT areas this can be what is called a tabletop exercise.

· There should be no forewarning of the scenario.  Have someone from outside the area run the exercise.
· Involve as many people as possible.  Have multiple exercises if possible.

· Each area steps through what it has to do to restart its functions.
· Note all dependencies – like desktop technology restoration.  

· Invite representatives of areas on which you are dependent and areas who are dependent on you.

· Note materials needed that are not already off site.

· Identify assumptions and verify them during or after the exercise.

· Ask “how” and “when” a lot.  If a function has an RTO of 72 hours then those responsible don’t need to find out after the incident that there is no place to work available for a week and that technology installation will take 4 more days after that.

· Disallow unrealistic assumptions and “happy talk” about major critical items such as:

· Acquisition of new space

· Acquisition of furniture

· Network connectivity

· Acquisition and configuration of Desktop Technology

· Duplicate paper records or files kept somewhere that no one has actually seen

· The department responsible for a function is responsible from start to finish.  The clock starts running when the incident happens.  Finger pointing at other areas is not useful.
· Use what is learned to improve the plan.  Revisit RTO’s and RPO’s if necessary.  Verify they are correct.  Bringing these numbers down means putting resources in place ahead of time.  Adjusting the numbers up reduces costs

Full Dress or Hands On Recovery

· For Information Technology Areas a tabletop exercise is not adequate.

· Once per year it is necessary to go somewhere else, take everything you think you’ll need and actually restore the servers supporting critical systems on new equipment.

· Network Domain

· Email

· Jurisdiction Administrative systems as prioritized by functional areas.
· Have the IT restoration priorities been mapped to the jurisdiction function priorities?

· If able to restore, look at the pile of stuff brought to the recovery site.  How much of it is replicated off site and would have been available if the primary site were destroyed with no salvage.

· Look at the people who did the restoration.  Who among them is so important that the restoration could not have happened without them?  What if they were injured or otherwise unavailable?
· There is a reasonable probability that Information Technology will not be able to restore the critical systems within the RTO the first time they try it.

· Problems likely to present themselves include:

· Difficulties with “system state” restorations on dissimilar equipment.

· Tape drives that do not match those at the primary site and may not be compatible

· Tape drives may be slower than those at the primary site.

· Bad tape

· Lack of specialized knowledge to restore very stable, but complex machines on new equipment (AS/400 iSeries are one example)
· If IT does not go out and practice actual restoration on different equipment in a different place they will almost surely fail to meet RTO’s in a real emergency.

· There is not a formula for recovery.  Determining what is needed is a custom effort for each building and department.
Available Tools for both Operations and Information Technology

· COOP Bomb Threat Checklist

· COOP Event Description Form

· COOP Incident Report

· COOP Event Log

· COOP Site Assessment Form

· Risk Analysis Process notes

· Sample List of Command Center Supplies

· COOP Server Data Sheet

· Server HW-SW-Switch Inventory Worksheet

· COOP Generic Data Center Move List
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