Regional Continuity of Operations Plan (COOP)

Worksheets

Metropolitan Emergency Managers Committee

Mid-America Regional Council

Worksheet #1 — Agency Functions

Instructions:

Each department or agency within the city or county should complete this worksheet.  

1) Insert the name of the department/agency in the first row.

2) List department/agency functions in first column of the table below.  All functions that a department/agency performs should be included.  Add additional rows if necessary.

3) In the second column, list the critical processes or services that each function performs.

4) In the third column, list the title of the person who is responsible for performing each function.

5) Categorize each function in the fourth column as follows:

· Category 1: Mission Critical – services that must remain operational at all times

· Category 2: Immediate Post-Incident – services that must be brought back online as soon as possible after an incident

· Category 3: Normal Services – services that need not be restored in full until the incident has passed and category 1 and 2 services are operational.

6)
Finally, sort the table by category (fourth column) so that the functions are arranged by category in sequential order, beginning with the most critical.

	Insert Department/Agency Name

	Essential Function
	Critical Processes or Services
	Title of Responsible Position
	Category

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Worksheet #2 — Functions Impact Analysis

Instructions:

Using the information developed in Worksheet #1, each department/agency should complete this worksheet for each function that was considered essential (Categories 1 and 2).

Department/Agency Name:  


Essential Function:  


Description:  (Explain what services this function provides and its relationship to other functions.  What other agencies depend on this function?)
1. The loss of this function would have the following effect on the agency (circle one):
a.
Minor effect 
b.
Moderate effect
c.
Catastrophic effect
2. During your busiest period, how long could this agency function continue without its usual information systems support? (check one):
_____ hours




_____ up to 2 days

_____ up to 1 day



_____ up to 1 week

_____ up to 3 days



_____ other (please specify)

_____ up to 1 month


_________________
Specify the peak times of day, days of the week, and/or times of the year for this function (circle all that apply):

Hours
1
2
3
4
5
6
7
8
9
10
11
12


13
14
15
16
17
18
19
20
21
22
23
24

Days
Sun
Mon
Tues
Wed
Thurs
 Fri
Sat


Month
Jan
Feb
Mar
Apr
May
June
July
Aug
Sept
Oct
Nov
Dec

3. Describe other peak load or stress considerations.
4. What backup procedures (manual or otherwise) are in place to continue agency functions in the event associated applications are unavailable?  How often are procedures tested?

5. Describe legal ramifications due to the loss of this function (specify the area of exposure).

6. Describe potential negative impacts on personnel due to the loss of this function.

7. List other dependencies (vendor, software, staff, partner, etc.) not already identified above.

8. From your analysis, should this function be considered “essential” to the agency or department?   _____ Yes
_____ No  


Worksheet #3 — Resource Requirements

Instructions: 

Departments/agencies should complete a separate worksheet for each essential function.

1.) For each essential function, copy the Critical Processes and Services that were developed in Worksheet #1 (Column 2) into the first column.  Add additional rows if necessary.

2.) In the second column, determine the personnel needed to perform the service.  These should not be specific names, but the number of people required and the skill sets they should possess.

3.) List all records, equipment, and systems needed to make the function operable (third and fourth columns).

Department/Agency Name:  


Essential Function:  


	Critical Process or Service
	Personnel
	Vital Records
	Critical Systems or Equipment

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Worksheet #4 — Priority of Critical Processes/Services Supporting Essential Functions

Now that essential functions have been determined and the critical processes and services that support them identified, you can assign priority to the functions according to those activities that are key to resuming operations when a catastrophic event occurs.  In order to assign priority, you need to determine the following:

· Time criticality

· Sequence for recovery

Time criticality is the amount of time that the essential function can be suspended before it adversely affects the city or county’s core mission.  Borrowing from the Information Technology (IT) disaster recovery planning terminology, time criticality can be measured in two ways:

· Recovery Time Objective (RTO) – the amount of time that a system is allowed to be down before it is brought back online. For example, a critical service such as the police communications system would have a much shorter RTO than the water billing department.  

· Recovery Point Objective (RPO) – the point in time back to which data must be recovered after an outage. This is often the point at which backup data is available. For example, if a department backs up data once a week, its RPO is one week. If the departments essential functions could not be carried out with the loss of a week’s data, then the backup schedule must be modified to save data more frequently.

When completing Worksheet #4, please note that some processes will not have a Recovery Point Objective.  For example, a landline telephone system would not require an RPO because data is not lost when a telephone system goes out.  

Departments/agencies should work closely with IT to estimate Recovery Time Objectives and Recovery Point Objectives for essential functions that rely on information technology systems. Some functions may also be dependent on other departments. By working together, realistic RTOs and RPOs can be established.  

Instructions:

Each department or agency within the city or county should complete this worksheet for its essential functions.

1.) Insert the name of the department/agency in the first row.

2.) Copy the Essential Functions (Category 1 and 2) that were developed in Worksheet #1 into the first column.  Add additional rows if necessary.

3.) Estimate the RTO and/or the RPO (if applicable).  The second question from Worksheet #2 will help establish the RTO.

	Insert Department/Agency Name

	Essential Function
	RTO
	RPO

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Worksheet #5 — Priority of Essential Functions

Instructions:

Each department or agency within the city or county should complete this worksheet for its essential functions.

1. Insert the name of the department/agency in the first row.

2. Copy the Essential Functions (Category 1 and 2), their categories and the titles of responsible persons from Worksheet #1 into the first, second and third columns below.  Add additional rows if necessary.

3. Considering the RTO/RPOs for the supporting processes/services, estimate the RTO or RPO for each essential function (column 4).

4. Assign a priority number for each essential function, giving lower numbers to those functions with the shorter RTOs or RPOs and/or upon which other functions depend (column 5).

5. Sort the table in ascending order by category and then by priority in order to obtain a prioritized list of Essential Functions by category.

	Insert Department/Agency Name

	Category
	Essential Function
	Title of Responsible Position
	RTO/RPO
	Priority

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Worksheet #6 — Lines of Succession Requirements

Instructions:

Each department or agency within the city or county should complete this worksheet for its essential functions.

1. Insert the name of the department/agency in the first row.

2. Indicate key positions, by title, within the department/agency in Column 1.

3. For each key position, list the designated successor(s), by title in Column 2.  Consider the qualifications necessary to perform in the key position and the qualifications of the successor positions.

4. In Column 3, indicate and limitations or conditions that will be placed on the designated successor(s).

5. Finally, list what duties the designated successor(s) will be responsible for. 

	Insert Department/Agency Name

	Key Position

(Title)
	Designated Successor(s)

(Title)
	Limitation/ Conditions
	Responsibilities

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Worksheet #7 — Delegation of Authority
Instructions:

Each department or agency within the city or county should complete this worksheet for its delegation of authority.

1.) Insert the name of the department/agency in the first row.

2.) In the first column, list the specific authorities that can be delegated during an emergency.

3.) List the position, by title, that holds responsibility for each authority in Column 2.  

4.) In the third column, list the conditions that can trigger delegating that authority.

5.) In the appropriate columns, list any rules for the delegation that may exist, outline procedures for the delegation including notification of relevant staff of the transfer of power, limitations on the duration, extent and scope of the delegation, and what, if any, purchasing authority is delegated.

	Insert Department/Agency Name

	Authority
	Position Holding Authority
	Triggering Conditions
	Rules
	Procedures
	Limitations
	Delegated Purchasing Authority

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Worksheet #8 — Critical Systems and Equipment

Instructions:

Each department or agency within the city or county should complete this worksheet for its critical systems and equipment.

1) Insert the name of the department/agency in the first row.

2) Add the systems or equipment generated in Worksheet #3 into the first column.  Add additional rows if necessary.

3) Using the data gathered in Worksheet #3, insert the associated critical processes or services for each system or equipment (Column 2).  Some systems or equipment may have more than one associated critical process or service.

4) In the third column, add a description of the system or equipment.

5) Insert what type of equipment or system it is (i.e. hardware, software, etc.) in the fourth column.

6) In the fifth column, insert the current/primary place where the system or equipment can be located.

7) Insert other places where the system or equipment can be located in the sixth column.

8) In the seventh column, insert how frequently the system or equipment is maintained.

9) Categorize each system or equipment in the eighth column as follows:

· Category 1: Mission Critical – systems or equipment that must remain operational at all times

· Category 2: Immediate Post-Incident – systems or equipment that must be operational as soon as possible after an incident

· Category 3: Normal – systems or equipment that do not need to be operational until the incident has passed and Category 1 and 2 systems or equipment are operational.

10)
Sort the table in ascending order by category.

	Insert Department/Agency Name

	System or Equipment Name
	Associated Critical Process or Service 
	Description
	Type of System
	Current/Primary Location
	Other Locations
	Maintenance Frequency
	Category

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Worksheet #9 — Vital Records

Instructions:

Each department or agency within the city or county should complete this worksheet for its vital records.  List only those records that are absolutely necessary for the continued operation of critical processes or services for fourteen (14) days.  Do not include records that may be useful, but are not essential.

1) Insert the name of the department/agency in the first row.

2) Add the Vital Records generated in Worksheet #3 into the first column.  Add additional rows if necessary.

3) Using the data gathered in Worksheet #3, insert the associated critical processes or services for each vital record (Column 2).  Some vital records have more than one associated critical process or service.

4) In the third column, add a description of the vital records.

5) Insert the record type (legal, financial, personnel, plan, etc.) in the fourth column.

6) In the fifth column, insert the format of the record (hard copy, CD, fiche, etc.).

7) List who, by position, is responsible for the vital record (column 6).

8) In the seventh column, list how the vital record will be moved to the alternate facility.  

9) Finally, indicate whether the record is time-critical, i.e., needed within seventy-two (72) hours of an emergency (Column 8).

	Insert Department/Agency Name

	Vital Record
	Associated Critical Service/Process
	Description
	Type of Record
	Format of Record
	Responsible Staff Member
	How Moved to Alternate Facility
	Time Critical?

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Worksheet #10 — Vital Records Protection Methods

Instructions:

Each department or agency within the city or county should complete this worksheet for its vital records.

1) Insert the name of the department/agency in the first row.

2) Add the Vital Records generated in Worksheet #9 into the first column.  Add additional rows if necessary.

3) List the primary and backup locations where the records are kept (Columns 2 and 3).

4) In the fourth column, list how often the records are maintained, backed up or revised.

5) Identify the format of the backup copy (Column 5).

6) In the sixth column, list the current methods of protection, including security measures.

7) Finally, identify additional protection methods, if necessary.

	Insert Department/Agency Name

	Vital Record
	Document Location
	Backup Location(s)
	Maintenance Frequency
	Format of Backup
	Current Protection Methods
	Additional Protection Methods

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Worksheet #11 — Alternate Facility Locations

Instructions:

1) List the names and addresses of the city or county’s alternate facilities in the first two columns.

2) In the third column, list any use agreements and the date on which they were executed.

3) List the annual costs for the facilities in the fourth column.

4) In the fifth column, list which departments or agencies are assigned to each alternate facility.

	Facility Name
	Facility Address
	Agreement Type and Date Executed
	Annual Cost
	Departments Assigned to Facility

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Worksheet #12 — Advance Team Members

Instructions:

When operations shift to an alternate facility, an Advance Team must be deployed to the facility to make it ready for use.  In the table below, fill in the contact information for the Advance Team members.

	Name
	Position Title
	E-mail Address
	Office Phone
	Home Phone
	Cell Phone
	Advance Team Responsibilities

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Worksheet #13 — Site Vulnerability Assessment

Effective COOP planning begins with an analysis of the hazards and vulnerabilities specific to an operating site.  Threats may originate from natural disasters and accidents, technological emergencies, or acts of terrorism.

Instructions:

For each facility, answer the following questions and complete the assessments below.

Facility Name:  


1. What other tenants occupy the building?

2. Is the building leased or City/County-owned?

Structural Assessment (You may want to consult with the Department of Public Works to help you complete this section.)

	
	Yes
	No

	Are the doors and windows secure?
	
	

	Are there security guards at each entrance to the building?
	
	

	Are ID badges checked?
	
	

	Do visitors sign in?  If so, where does this take place?
	
	

	Is there appropriate perimeter lighting around the building?
	
	

	Is the mail screened appropriately?
	
	

	Is there restricted parking around the building?
	
	

	Is there a backup generator in case of power failure?
	
	

	Do you have backup for utilities (gas, water, sewer, etc.)?
	
	

	Do you have the current floor plan of the building on file?
	
	

	Are stairwells and exits easily accessible?
	
	

	Do you know the location of the HVAC air ventilation system?
	
	

	· Is the actual system/location vulnerable (i.e., is it in a locked room on the first floor, on the roof, etc.)?
	
	

	· Can the system be turned off immediately?
	
	

	· Do you know who has access to the system to do this?
	
	

	· Do you know how to close the vents that access the offices?
	
	

	Do you know where the most structurally sound and best-ventilated area is for people to gather?  
	
	

	Is the structurally sound/ventilated area away from glass and heavy loose items?
	
	

	Do you know which equipment operates on the backup power system and which will become inoperable if power is down?
	
	


Non-Structural Assessment (You may want to consult with the Risk Management Division to help you complete this section.)
	
	Yes
	No

	Could non-structural items (file cabinets, bookcases, computers, ceiling tiles, etc.) in each room cause injury?
	
	

	Are large pieces of equipment and furniture anchored?
	
	

	Are occupants safe from shattered glass in the event of breakage?
	
	

	Are you compliant with county safety policies?
	
	

	Are rooms locked for which you do not have keys?
	
	

	Are surge protectors being used?
	
	


Identify and inventory dangerous materials in the building.

	1.
	

	2.
	

	3.
	

	4.
	


Worksheet #14 — Communication Systems

Instructions:

Each department or agency within the city or county should complete this worksheet for its communications systems.

1) Insert the name of the department/agency in the first row.

2) For each mode of communication, list the current provider and provider contact information in the second column.

3) In the third column, insert what services the vendor is currently providing the department or agency.

4) If the vendor provides any special emergency services, insert that in the fourth column.

	Insert Department/Agency Name

	Communication Mode
	Current Provider
	Services Provided
	Special Emergency Services Provided

	Voice Lines
	
	
	

	Fax Lines
	
	
	

	Data Lines
	
	
	

	Cellular Phones
	
	
	

	Pagers
	
	
	

	E-mail
	
	
	

	Internet Access
	
	
	

	Instant Messenger Services
	
	
	

	Blackberry and Other Personal Digital Assistants (PDAs)
	
	
	

	Radio Communication Systems
	
	
	

	Other


	
	
	


Worksheet #15 — Alternate Modes of Communication

Instructions:

Each department or agency within the city or county should complete this worksheet for its communications systems.

1) Insert the name of the department/agency in the first row.

2) Copy the information gathered in Column 2 of Worksheet #14 into Column 2 of this worksheet.

3) In Column 3, identify alternate providers for each communication system.

4) In Columns 4 and 5, identify alternate modes of communication for each system.  Communication systems already in place can be named as alternate modes for other communication systems.  For example, radios could be an alternate mode of communication for voice lines.
	Insert Department/Agency Name

	Communication System
	Current Provider
	Alternate Provider(s)
	Alternate Mode #1
	Alternate Mode #2

	Voice Lines
	
	
	
	

	Fax Lines
	
	
	
	

	Data Lines
	
	
	
	

	Cellular Phones
	
	
	
	

	Pagers
	
	
	
	

	E-mail
	
	
	
	

	Internet Access
	
	
	
	

	Instant Messenger Service
	
	
	
	

	Blackberry and Other Personal Digital Assistants
	
	
	
	

	Radio Communication Systems
	
	
	
	

	Other


	
	
	
	


Worksheet #16 — Alternate Facility Equipment

Instructions:

Each department or agency within the city or county should complete this worksheet for its facility equipment.

1) Insert the name of the department/agency in the first row.

2) For each piece of equipment, identify what quantity the department/agency will require to continue essentials functions at the alternate facility (Column 1).

3) In the appropriate columns, list how many of these pieces are pre-positioned at the alternate facility, how many will be hand-carried, and/or how many need to be ordered.

	Insert Department/Agency Name

	Equipment
	Quantity
	Pre-Positioned
	Hand-Carried
	To Be Ordered

	Personal Computer
	
	
	
	

	Laptop Computer
	
	
	
	

	Photocopier
	
	
	
	

	Fax machine
	
	
	
	

	Desks
	
	
	
	

	Telephones
	
	
	
	

	Chairs
	
	
	
	

	Staplers
	
	
	
	

	Staple remover
	
	
	
	

	Printer
	
	
	
	

	File cabinets
	
	
	
	

	Typewriter
	
	
	
	

	Scanner
	
	
	
	

	Other, please describe
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