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Template Instructions

This COOP template contains generic language that you may use or modify as appropriate to your situation. 
Cover

Section Instructions: Insert the City/County name in the shaded areas. 

Overview

Section Instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the appropriate information in the gray shaded areas. Insert your city/county name into the document header.
I.
Executive Summary

The executive summary of a COOP Plan briefly outlines the organization and content of the plan. It describes what it is, who it affects, and the circumstances under which it might be executed. Further, it discusses the key elements of COOP planning and explains the organization’s implementation strategies.

Section Instructions: Please review the text to ensure that it is applicable to your city/county. Insert the city/county name in the appropriate gray shaded areas. Also insert the names of the departments and agencies that helped to develop this plan in the “Insert Department/Agency Names” shaded area.

II.
Introduction

The introduction to the COOP Plan explains the importance of COOP planning. It may also discuss the background for planning and reference recent events that have led to increased emphasis on the importance of a COOP capability. Each department or agency should also emphasize unique aspects and circumstances that characterize its COOP response.

Section Instructions: Please review the text to ensure that it is applicable to your city/county. Insert the city/county name in the appropriate gray shaded areas. 

III.
Purpose

The purpose section explains why the organization is developing a COOP Plan. It briefly discusses applicable federal guidance and explains the overall purpose of COOP planning, which is to ensure the continuity of mission-essential functions. Because of today’s changing threat environment, this section should state that the COOP Plan is designed to address all hazards, including terrorism.

Section Instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the city/county name in the appropriate gray shaded areas. In the additional gray shaded area, insert the title of any applicable plans that were utilized to develop the COOP plan. If none were used, please delete that sentence.
IV.
Applicability and Scope

This section describes the applicability of the plan to the city/county as a whole, including headquarters as well as subordinate activities, both co-located and geographically dispersed, and to specific personnel groups of the organization. It should also include the scope of the plan, with key elements of the COOP plan such as essential functions, delegations of authority, and lines of succession. Again, plans should address the full spectrum of potential threats, crises and emergencies (natural as well as man-made).

Section Instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the correct position title or business unit in the gray shaded area. If the COOP plan is to complement your city/county’s local Emergency Operations Plan (EOP), please insert the name of your city/county plan in the additional gray shaded area. If this COOP plan is not designed to complement your city/county’s local EOP, please delete that sentence.
V.
Vulnerability Assessment

The Continuity of Operations Plan (COOP) should recognize the natural hazards that have historically impacted the Kansas City metropolitan region. Of these hazards, those most likely to occur and cause the most damage — impeding emergency operations and business continuity — are (a) flooding; (b) winter storms; and, (c) tornadoes. Because of these repetitive hazard events, jurisdictions in the region should designate several alternate facilities to house emergency operations should their normal facilities become inaccessible. 

Risk assessments involve three (3) key components: hazard identification; hazard profiling; and vulnerability assessment. These components are interrelated and, when examined together, provide an assessment of the region’s risk to natural or man-made hazards. The aforementioned hazards should influence the design of your jurisdiction’s COOP. Information from city, county or regional Natural Hazards Mitigation Plans should also be considered in the development of your COOP plan and is applicable to many of the sections of the plan. 

Section Instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the appropriate information into the shaded areas:

· Insert the city/county name in the appropriate gray shaded areas. 

· In the “Insert Number” area, insert the number of square miles that the city/county encompasses.

· In the “Insert Population” area, insert the population for the city/county.

· In the “Insert geographic area” space, insert what portion of the state your city/county is located, i.e. southwest, northern, etc.

· In the “Insert State” area, insert what state the city/county is located in.

· In the “Insert any major landmarks/body of water/state” area, list any significant areas bordering your jurisdiction. 

The template includes an overview of the risks and vulnerabilities that may affect the cities and counties within the Kansas City metropolitan region. Be sure to review this analysis and customize as needed for your city or county.

VI.
Essential functions

The essential functions section of a COOP should include a list of the city or county’s prioritized essential functions. Essential functions are those organizational functions and activities that must be continued under any and all circumstances. Not every function performed by a government organization is mission critical in the short term. However, certain key functions and services — such as 9-1-1 dispatch, police/fire/EMS response, utility services, and emergency management operations — must be delivered during a disaster, whether manmade or natural.

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the appropriate information in the gray shaded areas.

This section references Annex A, Essential Functions. Use Worksheets #1, 2, 3, 4, and 5 to develop the information for Annex A.  

VII.
Authorities and References

This section references Annex B, Authorities and References, which outlines all supporting authorities and references that support the development of the COOP Plan. It should include relevant federal, state, and local laws, ordinances, guidance documents, and other applicable documents. Many relevant sources and references are included in the template for Annex B. If additional sources are used in the development of the plan they should be added to Annex B.

VIII.
Concept of Operations

This section explains how the city or county will implement the COOP Plan and specifically how the city or county plans to address each critical COOP element. This section is separated into three phases: Activation and Relocation, Alternate Facility Operations, and Reconstitution.

Section instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the city/county name in the gray shaded areas.

Additional Guidance

A.
PHASE I: ACTIVATION AND RELOCATION

A disaster event may require a local government to evacuate its facilities, or the disaster may damage or destroy facilities, requiring identification and use of alternate locations. The Phase I section explains COOP Plan activation procedures and relocation procedures from the primary facility to the alternate facility. This section also addresses procedures and guidance for non-relocating personnel. 

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the names and addresses of facilities that may serve as alternate COOP sites in the gray shaded areas.

1.
Decision Process

This section explains the logical steps associated with implementing a COOP Plan, the circumstances under which a plan may be activated (both with and without warning), and should identify who has the authority to activate the COOP Plan. This process can be described in writing or depicted in a graphical representation.

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the city/county name and correct position title or business unit in the gray shaded areas.

2.
Alert, Notification and Implementation Process

This section presents a detailed picture of what essential employees and other staff can expect once there is a decision to activate the COOP Plan, including:

· How this decision is to be communicated, and by whom; 

· Which employees should report to the alternate facility and when they are expected to report there;

· How essential employees are expected to get to the alternate facility under conditions of warning or no warning (e.g., private vehicles, city/county-provided transportation); 

· What non-essential employees are expected to do during the COOP emergency;

· What essential employees are expected to take with them; and 

· What essential employees can expect to have available to them at the alternate facility. 

The last two bullet items may differ among agencies depending on their alternate locations. Some locations may require more time and effort to activate than others. For facilities that require significant time to become operational, consideration should be given to applying a phased approach to COOP Plan implementation by assigning a few of the essential employees to ready the Advance Team (Worksheet 12) for the arrival of the full cadre (formation of an Emergency Relocation Group [ERG]).

An ERG includes those employees identified as necessary to conduct business from the alternate location for a specified period of time. For employees who are not designated as essential, this section provides information on how they will be contacted as decisions are made about operations in the longer term. 

If a phased approach is used for deployment to the alternate facility, the Advance Team should include IT and Logistics personnel, who will have a key role in transferring and making ready essential equipment, data and communications systems. These individuals should be identified in Annex C, Alternate Facilities. 

Section instructions: Please review the template text to ensure that it is applicable to your city/county. 

· Insert the city/county name and correct position title or business unit in the appropriate gray shaded areas. 

· In the “Insert Facility Address(es)” area, insert the name and address(es) of your city/county’s normal operating facilities. 

· In the “Describe means/methods to be used” area, describe how essential city/county employees will be told of the decision to implement the COOP Plan. Examples include call trees, group e-mails, postings to web sites, etc. 

· In the “Insert Means of Transportation” area, explain how employees will be transported to the alternate facility. Examples include government vehicles, personal vehicles, mass transit, walking, etc.
3.
Leadership

a.
Orders of Succession

This section identifies orders of succession to key positions within the city or county. At least three successors to each position designated as essential should be identified, preferably by position rather than by name. The designation of a position as essential should be a formal part of the position description. 

Section instructions: Please review the template text to ensure that it is applicable to your city or county. 

· Insert the correct position title or business unit in the gray shaded areas. 

· Use Worksheet #6 to develop the information for Annex F, Lines of Succession.

· In the “Insert Position Titles Listed in Annex F” area, list the key positions which have identified successors.

b.
Delegations of Authority

Delegations of authority specify who may act on behalf of the local government’s elected officials for certain purposes. This section of the plan should document the legal authority for making key decisions, and identify the program and administrative authorities needed for effective performance of the designated essential functions. Individuals should be identified by title or position, not by name. Any limitations on the ability to re-delegate should be specified.

This section identifies, by position, the authorities for making policy determinations and decisions at headquarters, field levels, and other organizational locations, as appropriate.

Generally, pre-determined delegations of authority will take effect when normal channels of direction are disrupted and terminate when these channels have resumed. Such delegations also may be used to address specific competency requirements related to one or more essential functions that are not otherwise satisfied by the order of succession. 

Proposed delegations should be cleared with city or county attorneys.

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Use Worksheet #7 to develop the information for Annex G, Delegations of Authority.

c.
Devolution

The devolution section addresses how the city or county will identify and conduct its essential functions in the aftermath of a worst-case scenario, one in which the leadership is incapacitated. The city or county should be prepared to transfer all of their essential functions and responsibilities to personnel at different offices or locations.

Section instructions: Please review the template text to ensure that it is applicable to your city or county. 

· Insert the city/county name and correct position title or business unit in the gray shaded area. 

· In the “Insert Successor Department/Agency Name” area, list which department or agency will be named the successor should the city/county leadership become incapacitated.

B.
PHASE II: ALTERNATE FACILITY OPERATIONS 

This section identifies initial arrival procedures as well as operational procedures for the continuation of essential functions. It identifies manual processes and procedures that can be followed by essential employees until mission critical systems and vital records and databases are brought online at the alternate facility.  

1.
Mission Critical Systems

This section addresses mission critical systems necessary to perform the city or county’s essential functions and activities. The city or county must define these systems and address the method of transferring to or replicating them at an alternate facility. In most instances, systems are hosted by the IT Department and that department will address these requirements in coordination with the system owner. In the case of systems hosted and maintained by other departments, each department is responsible for planning how the system will be transferred to an alternate facility. 

Disaster Recovery Plans should address issues such as:

· Implementation of a routine backup procedure, including off-site storage

· Identification of data restoration procedures, including scenarios such as damaged equipment

· Periodic review and testing

If a department maintains multiple servers, system location information should identify the computer hardware on which the system is located, as well as that hardware’s physical location.

A system or piece of equipment is considered to be mission critical if it is essential to emergency operations and/or to continuance of critical processes and services during a crisis for a minimum of fourteen (14) days. Planning for vital systems and equipment involves identification of systems and appropriate protection methods.

Since many of the critical processes supporting essential agency functions include IT systems and applications, IT plays a vital role in COOP planning. However, there may be other systems and equipment that may not be computer-based, so IT staff should not be exclusively relied on to provide for backup, protection, and recovery of all vital systems and equipment.

For vital systems to remain operational in the event of an emergency, your community should aim to generate a COOP Plan with enough detail that even a non-technical employee would understand procedures to recover the basic systems in an emergency.  

Section instructions: Please review the template text to ensure that it is applicable to your city or county. 

· Insert the city/county name in the gray shaded area. 

· Use Worksheet #8 to develop information for Annex H, Mission Critical Systems.

2.
Vital Files, Records, and Databases

a.
General

This section addresses the city or county’s files, records and databases that are vital to performing essential functions and activities. Records are typically in one of three forms: paper, electronic or microfilm.

A COOP Plan should address a system for protection of vital records in an emergency as well as for normal operations. Every department and agency needs to have a vital records program that addresses the optimal protection, duplication, and preservation of records (maintenance) as well as procedures for the recovery and restoration of records.

Section instructions: Please review the template text to ensure that it is applicable to your city or county. 

· Insert the city/county name in the gray shaded areas. 

· In the “Insert Time Period” area, insert how often electronic records and databases are backed up. 

· Use Worksheet #9 to complete Annex E, Vital Records/Databases.

b.
Vital Records Implementation Plan

Vital records protection can be accomplished in a number of ways. Current backup and retention schedules for each vital record should be examined. Other measures might be to replicate the agency’s server in an alternate facility or to store duplicate files off-site. Another form of protection might be to limit access to records through security procedures or systems. 

Section instructions: Please review the template text to ensure that it is applicable to your city or county. 

· Insert the city or county name and the correct position titles or business units in the gray shaded areas. 

· In the “Insert Location” area, insert the name(s) and address(es) where vital records are stored. If the city or county does not wish to disclose that information in this plan, add “Off-site at an Undisclosed Location.” 

· In the “Insert Number” area, state how long it will take to recover vital records from storage. 

· Use Worksheet #10 to develop the information for Annex E, Vital Records/Databases.

C.
PHASE III: RECONSTITUTION

This section explains the procedures for returning to normal operations. A time-phased approach may be most appropriate. This section should include procedures for returning to the primary facility, if available, or procedures for acquiring a new facility. Notification procedures for all employees returning to work are also to be addressed. Vital records and databases brought to the alternate facility from other locations should be returned to their usual storage sites. The preparation of an After Action Report (AAR), to determine the effectiveness of COOP plans and procedures should be considered. 

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the city/county name and correct position title(s) or business unit(s) in the gray shaded areas.  

IX.
COOP Planning Responsibilities

This section includes additional delineation of COOP responsibilities of each key staff position, to include individual Advance Team and Emergency Relocation Group (ERG) members, those identified in the orders of succession and delegations of authority, and others as appropriate. 

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the correct position title or business unit in the gray shaded areas.  

X.
Logistics

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the city/county name and correct position title or business unit in the gray shaded areas. Use Worksheet #11 to develop the information for Annex C, Alternate Facilities.

Additional Guidance

A.
ALTERNATE FACILITY

An important aspect of COOP planning is the identification of alternate facilities and related relocation planning. Not all emergency situations will require relocation to an alternate facility. However, cities and counties need to consider what is involved in transitioning to the alternate facility, alternate facility operations, and reconstitution, or termination and return to normal operations.

There are three types of alternate facilities, each with different capacity levels. The type of facility chosen may depend on need, budgetary concerns, or the level of the emergency. Cities and counties should not limit themselves to one alternate facility. For example, consider one type of site for lower level, short-term operations and a larger, more-equipped site for use in higher-level emergencies.

The three types of sites include:

· Hot site – an alternate facility that already has in place the computer, telecommunications, and environmental infrastructure necessary to continue performing the agency’s essential functions.

· Warm site – an alternate facility equipped with some hardware and communications interfaces, as well as electrical and environmental conditioning that are capable of providing backup after additional software or customization is performed and/or additional equipment is temporarily obtained.

· Cold site – an alternate facility that has in place the environmental infrastructure necessary to continue performing essential functions or recover information systems, but does not have preinstalled computer hardware, telecommunications, equipment, etc. Arrangements for computer and telecommunications support must be made at the time of the move to the cold site.

In selecting an alternate work site, cities and counties should consider the following criteria:

· Size of potential alternate facility and space requirements for essential functions

· Design of facility and its adaptability for operations

· Security

· Communications requirements

· Location relative to primary facility

· Availability of mass transit or other transportation access considerations

· Existing contractual obligations

· Budget constraints

· Level of emergency

Due to budget constraints, operating and maintaining a separate alternate facility may not be feasible. Another possibility for an alternate work site is a pre-existing facility already in use by the city or county. If the city or county cannot afford to maintain an independent site and does not have multiple locations, consider developing mutual aid agreements with other local agencies in the Kansas City region and/or implementing virtual office technologies. 

Alternate facilities must be identified in advance. Ideally, alternate facilities will be easily accessible to employees. Lack of adequate parking and minimal access to mass transit can affect the availability or punctuality of on-site personnel. A phased approach may be used when identifying essential personnel who are to report for duty under COOP circumstances wherein essential personnel who live closest to the alternate facility are requested to report first, then essential personnel who live within a certain radius are asked to report within a given time period of COOP Plan activation.

If there is no on-site access to food services, nearby locations that are easily accessible should be identified in advance. If no such accommodations exist, procedures for having food brought to the location should be established.  Also, sufficient restroom facilities, provisions for standard office amenities (coffee pots, refrigerators) are essential to maintaining a high level of employee performance during situations that may be extremely stressful. 

Ideally, these facilities shall be capable of supporting operations in a threat-free environment, as determined by the geographical location of the facility and/or the collective protection characteristics of the facility in relation to the emergency. 

In identifying and equipping such a facility, the following issues should be considered:

· Capability of sustained use – The facility must be able to support performance of essential functions for up to 30 days and must include essential equipment and sufficient space for relocated personnel.

· Interoperable communications – The facility must be able to sustain communications with internal and external organizations, critical customers, and the public.

· Security – The facility must have the appropriate physical security and access controls.

· Infrastructure – The facility must have systems to support operations, including water, power, heating and air conditioning, etc.

· Flexibility – The facility must be able to sustain eight hour and 12 hour operations shifts for 24 hours per day, seven days per week.

· Sufficient accommodations for:

· Personnel – Accommodations must be sufficient for all staff identified as necessary for the performance of the city or county’s critical functions, the nature of whose duties make telecommuting or other arrangements impractical on a long-term basis. If multiple shifts are necessary, it may be possible to implement ‘hot bunking’, where personnel from different shifts are co-located in the same work area.

· Equipment – Of particular concern are IT functions that are dependent on centralized resources (PC-based servers, minicomputers, mainframes) and require specialized accommodations. 

· Power requirements – Electrical requirements should be identified in advance, as standard office wiring is in many cases insufficient. Many higher-end devices may also require 220 volt outlets. 

· Wiring – Internal wiring for PC LAN connections and dumb terminals should be pre-installed. Identify the types of network and terminal connections currently in use (e.g. 10BaseT Ethernet, Token Ring, serial).

· Server room – Identify where in the alternate facility servers can be located. The ideal location will be central to personnel workspaces to minimize cabling requirements, isolated to prevent unauthorized access or accidental damage, and provide sufficient environmental control so that the equipment can operate within manufacturer-specified parameters.

· Data Communications – Sufficient bandwidth should be allocated in advance. Locations hosting publicly available resources (web sites, databases) can expect heaver-than-normal loads and should plan accordingly.  If it becomes necessary to split normally co-located functions among multiple sites, bandwidth requirements can also increase dramatically as systems used to functioning on high-speed local links may consume more bandwidth than WAN links can provide. Also, extensive use of telecommuting will place an additional strain that is not experienced during regular operations.

· Computer Equipment and Software – The acquisition and pre-positioning of critical IT systems is essential. Because of the rapid pace of change in the computer industry, it may not be possible to obtain replacement hardware or programs when the COOP Plan is activated. Additionally, building a system from scratch is time consuming and prone to configuration changes and errors that may delay bringing the replacements online. 

ADDITIONAL IT CONSIDERATIONS

As part of the COOP planning process, each department within a local government should review its use of information technology to conduct business, communicate with personnel, vendors, other public agencies or the general public. Identify functions and processes at risk from IT failure and the impact of such failure.

1.
Potential Area(s) of Risk

Systems and functions at risk from IT failure may include building infrastructure, office and network systems, communications systems, fire/medical systems, law enforcement facilities and other facilities and equipment necessary to perform daily functions.

2.
Potential Impact

IT failure would impact critical, essential, and non-essential operations. Potential impact examples include but are not limited to the following:

· Critical systems impacted by loss of IT function could include (1) computer systems, telecommunications networks, cell phones, telephone systems and mobile radios used to operate the emergency response dispatch center, (2) vehicle communications, including cell phones and mobile radios used to support fire, police, ambulance and hospital medical emergency response personnel, (3) medical diagnostic and treatment systems, (4) database software used to store and access emergency manpower and equipment data, as well as (5) loss of building infrastructure i.e., heat, power, water, etc.

· Essential systems impacted would include briefing, scheduling, office support and billing software used to assist in the delivery of emergency services and recovery of costs associated with the delivery of those services. Essential fax, electronic mail, intranets and Internet communication systems may also be impacted by IT failure.

· Non-Essential Systems would includes basic office support resources such as photocopiers, postage meters, etc.

If the alternate facility is in a secure area, ensure that a list of all personnel required to work on-site has been provided to security personnel. Additionally, obtain the necessary identification badges, key cards, or other material necessary to ensure access.

Given the scope of the operations, and the amount of IT infrastructure involved, it is likely that a single facility may not be available to satisfy all requirements. In the event that multiple facilities are required, additional procedures must be established regarding communications and chain of command. The special services provided by an IT department and the special equipment required make it virtually impossible to establish an alternate location on short notice. Therefore, the emergency equipment and supplies necessary to implement the COOP Plan (identified in Annex D, Go-Kits) should be pre-positioned whenever possible.  

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the appropriate information in the gray shaded areas. Use Worksheet #11 to help identify alternate facility requirements and complete Annex C, Alternate Facilities.

B.
INTEROPERABLE COMMUNICATIONS

The interoperable communications section identifies available and redundant critical communication systems that are located at the alternate facility. These systems should provide the ability to communicate within the organization and outside the organization. 

Communications planning is an essential component of continuity of operations, as normal lines of communication are likely to be disrupted during an emergency. This planning component requires well-defined chains of communication with alternate means of communicating should the primary telecommunications systems, i.e., telephones, faxes, internet, fail. 

Cities and counties should strive to maintain communications capabilities commensurate with the essential functions that need to be performed. The plan should address such concerns as:

· The ability to reach initial operational readiness within 12 hours (fully operational within 48 hours) and sustainable for a period of up to 30 days. 

· Secure communications links.

· Interoperability, to include intra- and inter-departmental COOP communications and EOC-to-alternate-facility communications.

· The capacity to accommodate minimum COOP requirements

· The ability to communicate with citizens.

Relocation to an alternate warm or cold facility will require new phone systems. Propagation of new contact information will have to occur at a rapid pace. 

· Office phone systems – If the alternate facility is sufficiently large, it may be necessary to replicate existing PBX and voice-mail systems. These systems should allow calls to be transferred between offices, allow callers to be placed on hold, and ensure that outbound calls can be made regardless of inbound call volume.

· Fax machines – At a minimum, two fax machines should be available at the alternate facility. Assign one to be used for inbound faxes and determine whether it will be possible to re-direct the phone number usually used for fax communications to the new site during an emergency. Assign the other fax machine to be used for inbound and outbound communications using any available analog line.

· Telecomm infrastructure – Sufficient trunk lines should be installed in advance. This can typically be done at the same time that new data communications links are installed. Determine ahead of time whether existing phone numbers can be re-directed to the alternate facility, and identify the procedure for doing so.

· Alternatives – Cell phones, two-way radios, CB, GETS cards, satellite phones and other means of communicating should be identified in advance. Use of local amateur radio resources should be considered when developing the plan.

· Redundancy – Whenever possible, multiple means of communication should be established. Damage to the local phone service may make it unreliable. As well, contacting personnel that have been forced to relocate may be impossible. The strain on the cell phone network typical during emergencies may make it unreliable.

· Contact information 

· Disseminate contact information for the alternate location(s) to all departments in writing. 

· Maintain copies of each department’s contact information at the alternate location(s). 

· Establish a schedule for updating the information on at least a quarterly basis. 

· Maintain a hard copy list of emergency contact information for all personnel, including, if possible, personal e-mail addresses, cell phone numbers, and phone numbers for probable evacuation locations. 

· Do not rely on intranets or other online directories for contact information, as they may not be available during the initial hours of an emergency.

· Amateur Radio - In case of natural disasters where primary communication may fail, amateur radio, often called “ham radio”, can become a priority line of communication. The Amateur Radio Emergency Service (ARES) consists of licensed amateurs who have voluntarily registered their qualifications and equipment for communications duty in the public service when disaster strikes. There are multiple Amateur Radio clubs located within the MARC region. It would be prudent to contact these organizations and include them in local emergency planning. More information on ARES and Amateur Radio clubs can be found at http://www.arrl.org.

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the city or county name and the correct position title or business unit in the gray shaded areas. Use Worksheets #14 and 15 to develop the information for Annex K, Alternate Communications Methods. 

XI.
Test, Training and Exercises

This section addresses the organization’s Test, Training, and Exercise Plan. Tests, training and exercises familiarize staff members with their roles and responsibilities during an emergency, ensure that systems and equipment are maintained in a constant state of readiness, and validate certain aspects of the COOP Plan. Managers may be creative when it comes to COOP readiness and use snow days, power outages, server crashes, and other ad-hoc opportunities to assess preparedness. 

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the city or county name and the correct position title or business unit in the gray shaded areas. 

XII.
Multi-Year Strategy and program Management Plan

This section discusses how the city or county plans to develop its Multi-Year Strategy and Program Management Plan. This plan should address short and long term COOP goals, objectives, timelines, budgetary requirements, planning and preparedness considerations, and planning milestones or tracking systems to monitor accomplishments. It should be developed as a separate document. 

Section instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the city/county name and correct position title(s) or business unit(s) in the gray shaded areas. Also insert the name of the city/county’s Multi-Year Strategy and Program Management Plan in the “Insert Report Name” gray shaded area.

XIII.
COOP Plan Maintenance

This section addresses how the city or county plans to ensure that the COOP Plan contains the most current information. Federal guidance states that a COOP Plan should be reviewed at least annually. Key evacuation routes, roster and telephone information, as well as maps and room/building designations of alternate facilities should be updated as changes occur. The annual review should also include an updated risk assessment for the following plan components: alternate facilities, vital record implementation plans, and mission critical systems. Distribution of updated COOP plans should include the IT department, so that impacts on their COOP Plan may be assessed.

Section instructions: Please review the template text to ensure that it is applicable to your city or county. Insert the city or county name and the correct position title or business unit in the gray shaded areas. 
Annex A. Essential Functions

This annex lists essential functions for each department or agency, along with the responsible position titles for each. Essential functions are put in two categories, in order of priority. Category 1 functions are those that cannot be disrupted and must be brought back on line immediately. Category 2 functions are those that must be brought back online as soon as possible after an incident.

Annex Instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the city/county name in the “Insert City/County” gray shaded area. Also insert the number of business units within the city/county in the “Insert Number” gray shaded area.

For each department and agency within the city/county, use the information generated in Worksheet # 5 to fill in Table A-1. Copy and paste a new table for each department or agency. Add or delete rows as necessary.

List each city/county business unit in Table A-2, Column 1. Insert additional rows if necessary. Add or delete rows as necessary. For each business unit, enter essential support duties in Column 2.

Annex B. Authorities and References

This annex lists relevant federal, state and local laws, ordinances and guidance documents that support the development of the COOP Plan.

Annex Instructions: Please review the template text to ensure that it is applicable to your city/county. Add any plans, policies, laws, statutes, etc. that were used to develop this COOP Plan. Remove any from the below list that were not utilized.

Annex C. Alternate Facilities

This annex lists alternate facilities and outlines procedures for their activation. It includes maps and driving directions and contact information for the advance team that will activate the facility.

Annex Instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the city/county and department/agency names into the gray shaded areas. 

If vulnerability assessments have not be performed for each facility, delete sentence below Table C-1.
Copy the information generated in Worksheet #11 into Table C-1. Add or delete rows as necessary.

Insert the process that your city/county uses to activate an alternate facility. Include information about activation/notification; whether a memorandum of understanding will need to be activated; procedure to notify building manager of alternate facility, and public officials where the facility resides; and mobilization of Advance Team to ready the facility. Insert the name of the city/county’s primary operating facility in the gray shaded area.

Insert maps and directions from the primary operating facility to relevant alternate facilities.

Copy the information generated in Worksheet #12 into Table C-2. Add or delete rows as necessary.

Annex D. Go Kits

This annex lists the items essential personnel will take to the alternate facility, including equipment, documents and records, and personal care items.

Annex Instructions: Please review the template text to ensure that it is applicable to your city/county. 

Annex E. Vital Records/Databases

This annex lists vital records and databases that must be available to perform essential functions at the alternate facility, including record format, the availability/location of backup data and the personnel responsible for the data.

Annex Instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the appropriate information in the gray shaded areas.

For each department and agency within the county, use the information generated in Worksheets #9 and 10 to fill in Table E-1 and Table E-2. Copy and paste a new table for each department or agency. Add or delete rows as necessary.

Annex F. Lines of Succession

This annex identifies successors for key positions, including the qualifications and responsibilities for each position.

Annex Instructions: For each department and agency within the county, use the information generated in Worksheet #7 to fill in Table F-1. Copy and paste a new table for each department or agency. Add or delete rows as necessary.
Annex G. Delegations of Authority

This annex outlines the conditions that would trigger succession for each key position and lists any limitations or conditions that would be placed on the successor.

Annex Instructions: For each department and agency within the county, use the information generated in Worksheet #6 to fill in Table G-1. Copy and paste a new table for each department or agency. Add or delete rows as necessary.
Annex H. Mission Critical Systems

This annex identifies the systems and equipment (hardware, software, etc.) necessary to perform essential functions. It includes location(s) and maintenance schedules.

Annex Instructions: For each department and agency within the county, use the information generated in Worksheet # 5 to fill in Table H-1. Copy and paste a new table for each department or agency. Add or delete rows as necessary.
Annex I. Logistics

This annex outlines how the COOP plan will be activated, including notification procedures, contact information for key personnel and vendors.

Annex Instructions: Please review the template text to ensure that it is applicable to your city/county. Insert the city/county name in the “Insert Position Title or Business Unit” in the gray shaded area. For the communications systems listed, select all that apply to your city/county.

Insert the contract information for each Department/Agency head and at least one alternate (deputy director, administrative assistant, etc.) in Table I-1. Add or delete rows as necessary.

Insert the contract information for key vendors and customers in Table I-2. Some of this information can be obtained from Worksheet #14. Add or delete rows as necessary.

Use the information generated in Worksheet #16 to fill in Table I-3. Add the numbers generated by each department/agency to determine how many of each are needed for the entire city/county. For equipment such as photocopiers and fax machines, determine how many the city/county will need. As a guide, for every five pieces of equipment requested by departments, one is provided.

Review the list of consumable supplies to ensure that it is applicable to your city/county. Add or remove items as necessary. Insert the number of people who will be at the alternate facility in the “Insert Number” in the gray shaded area. 
Annex J. COOP Planning Assignments

This annex identifies positions responsible for updating, maintaining, testing and exercising the COOP Plan.

Annex Instructions: Complete Table J-1 by inserting in column 2 the correct position title or business unit responsible for each planning action listed in Column 1.

Annex K. Alternate Communication Methods

This annex lists communication systems currently in use and identifies alternate means of communication for each.

Annex Instructions: For each department and agency within the county, use the information generated in Worksheet # 15 to fill in Table K-1. Copy and paste a new table for each department or agency. Add or delete rows as necessary.
Annex L. Testing, Training and Exercise Schedule

This annex lists the frequency with which each element of the COOP plan should be tested, identifies personnel responsible for testing, and lays out a tentative schedule for testing, training and exercises.

Annex Instructions: For each Action listed in Table L-1, complete the following:

1) In Column 2, insert which position or business unit is responsible for that action

2) In Column 3, list how often the action will be undertaken (monthly, quarterly, yearly, etc.)

3) In Column 4, list the tentative schedule for completing the action.

Annex M. COOP Maintenance Timeline

This annex provides a schedule for routine updates and comprehensive review of the COOP Plan.

Annex Instructions: Enter a start date for the maintenance timeline where indicated.

Annex N. COOP Checklist of Plan Elements

This annex provides a checklist to ensure that critical elements are part of the COOP Plan.

Annex O. COOP Crosswalk

This annex provides a more detailed checklist that identifies the section/page of each critical element of the plan and identifies the reviewer of each.

This crosswalk is to be used as a tool to ensure that each agency’s COOP plan contains elements required by FPC 65 dated June 15, 2004. 

Annex Instructions: The plan preparer should indicate in the “Section” and “Page” columns the location in the plan where the required element is addressed/included. A reviewer from the appropriate department or agency should initial in the appropriate box after they have confirmed that the required plan element is included in the section/page indicated by the plan preparer.

Annex P. Glossary of COOP Related Terms
Annex Instructions: Add any additional terms or delete unused terms.
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