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Overview

Continuity of government is paramount in the event of a crisis or emergency within, or affecting Insert City/County.  Insert City/County is vulnerable to a variety of hazards that threaten the safety and well-being of residents, businesses, the local economy and the natural environment.  The September 11, 2001, attack on our nation and the 2005 Katrina disaster added urgency to the requirement to strengthen plans and procedures that provide for the continuation of civil government and of its ability to conduct essential functions over a wide range of contingencies.  The May 2007 tornado in Greensburg, Kan., demonstrated how valuable the planning for the continuity of government can be for any local jurisdiction.
This Continuity of operations (COOP) Plan was developed in accordance with guidelines established in the Federal Preparedness Circular 65, dated June 15, 2004 and guidance available from the Federal Emergency Management Agency, Office of National Security Coordination.  Insert City/County departments and agencies are encouraged to update their COOP Plan as needed to meet changing needs and requirements. 
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I. Executive Summary

Continuity of Operations (COOP) planning refers to the internal efforts Insert City/County must undertake to ensure that the capability exists to continue essential functions in response to a broad spectrum of emergencies or operational interruptions.  COOP planning is an ongoing process that is driven in part by growth and change in information systems, personnel, and mission critical needs.  Operational interruptions may include routine business renovation or maintenance; mechanical failure of heating or other building systems; fire; inclement weather, flooding, or other acts of nature; or a range of threatened or actual attacks.  Other events that may interrupt departmental activity include failure of information technology (IT) systems and telecommunications due to malfunction or cyber attack, or a pandemic flu outbreak.
It is the policy of Insert City/County government to respond quickly at all levels in the event of an emergency or threat resulting from human, technological, natural or other causes, and to ensure the ability to perform essential functions under all circumstances.  To meet these objectives, Insert Department/Agency Names have established this COOP plan, which sets forth a concept of operations, identifies essential functions and outlines three potential phases of operation: 
1) Activation and Relocation; 
2) Alternate Facility Operations; and 
3) Reconstitution.  

The plan incorporates the following key elements associated with COOP planning:

· Emergency concepts, actions and procedures.

· Identification and prioritization of essential functions.

· Line of succession to essential positions required in an emergency.

· Delegations of authority and pre-delegations of emergency authorities to key officials.

· Emergency operations centers and alternate (work-site) facilities. 

· Interoperable communications.

· Protection of government resources, facilities and personnel.

· Safeguarding of vital records and databases.

· Tests, training and exercises. 

II. Introduction

The changing threat environment and local experience with recent emergencies have emphasized the need to develop COOP capabilities that enable government leaders and departments to continue essential functions across a broad spectrum of emergencies.  As recent history and preparedness exercises have demonstrated, government operations can be disrupted by a variety of events, both manmade and natural.  Whether disruption results from severe weather, technology malfunction or intentional attack, citizens expect government services to be available when they are needed.  To support continued provision of essential services to citizens under emergency conditions, Insert City/County has developed this COOP plan.
The objectives of this plan include:

· Ensuring the continuous performance of essential functions/operations during an emergency.

· Protecting essential facilities, equipment, records and other assets.

· Reducing or mitigating disruptions to operations.

· Reducing loss of life and minimizing damage and losses.

· Achieving a timely and orderly recovery from an emergency and resuming full service to customers.

· Identifying alternate operations locations in the event that primary operations facilities are not functional.

· Conducting essential operations from an alternate operating location within twelve (12) hours of the event onset for a period of up to thirty (30) days.

· Establishing lines of succession and delegations of authority.

· Identifying personnel needed to perform each department’s essential functions.

· Identifying means of communication within each department, between departments, with other jurisdictions and with the public.

· Establishing requirements for regularly scheduled testing, training and exercising of department personnel, equipment, systems, processes and procedures used to support each department during a COOP event.

· Establishing requirements for development, maintenance and annual review of the COOP plan and COOP capabilities.

III. Purpose

The purpose of this COOP Plan is to describe how Insert City/County operates if an emergency threatens or incapacitates operations.  In accordance with guidelines established by Federal Preparedness Circular 65, Federal Executive Branch Continuity of Operations (COOP) and the National Fire Protection Association 1600 Standard on Disaster/Emergency Management and Continuity of Business Programs, this document identifies lines of succession; provides for the maintenance or re-establishment of the control and direction of Insert City/County, including relocation of key personnel, as necessary; for reconstitution of key staff positions with successor personnel; and for regeneration of full department/agency functions. Some of the information in this document is taken from the Insert Titles of Any Applicable Departmental/Agency Plans.  This COOP plan, which is applicable to all-hazards threats, ensures that Insert City/County is prepared to provide critical services in an environment that is threatened, diminished or incapacitated. 
IV. Applicability and Scope
The Insert Position Title or Business unit has reviewed and approved this plan for operational activities during emergency/disaster events.  This plan is designed to effectively minimize system outages and down times while providing the highest level of service possible until normal operations fully resume.  This plan also is intended to facilitate the response and recovery process.  This document applies to a full range of circumstances, from a short-term, localized event to a long-enduring regional emergency that may impact multiple operating facilities.  It applies to natural disaster events as well as man-made threats.  The plan is designed to complement Insert City/County’s local Emergency Operations Plan (EOP).
V. Vulnerability Assessment

Understanding hazard risks and vulnerabilities is important to the COOP planning process, as it is the high-risk events that are most likely to trigger implementation of the COOP Plan.  Insert City/County completed development of a pre-disaster mitigation plan in Insert date.  As part of the mitigation planning process, Insert City/County identified hazards, risks, and vulnerabilities to which it is subject.  A full copy of the plan is on file with the Insert City/County Emergency Management Agency; however, some of the major findings of the study are summarized in the following paragraphs.
Insert City/County includes Insert Number square miles of land and a total population of Insert Population.  It is located in the Insert geographical area portion of Insert State bordering the Insert any major landmarks/body of water/state. 
This COOP has been developed and designed recognizing the natural hazards that have historically impacted the Kansas City metropolitan region: tornados, winter storms, floods, earthquake, drought, heat wave, wildfire and thunderstorms.  Of these natural hazards, those most likely to occur and cause the most damage — impeding emergency operations and business continuity — are (a) flooding; (b) winter storms; and, (c) tornados.  Flooding is the most repetitive hazard.  Insert City/County is also subject to the following technological hazards: hazardous materials incident, transportation accident, dam failure, urban and structural fire, power failure, civil disorder, terrorism, nuclear attack/detonation, and public health emergency.
Natural Hazards
Tornado: Tornadoes occur most frequently between April and June, with April and May usually producing the most tornadoes.  However, a tornado can occur at any time of the year.  Between 1950 and 2006, tornadoes have caused an average of one death and 7.8 injuries every 14.5 months in the Kansas City region.  The probability that such incidents will occur is considered high. 
Winter Storms: The greatest threat of winter storms is in the part of the region that lies north of the Missouri River.  Weather data indicates that the counties north of the Missouri River may receive an average annual snowfall of 18 to 22 inches, while counties to the south may receive an average of eight to 12 inches.  Ice and extreme cold temperatures are also a possibility.  In 2002, the entire Kansas City area experienced a severe winter/ice storm.  A large winter storm accompanied by severe cold may cause numerous secondary hazards such as power failures, carbon monoxide poisonings, fuel shortages and transportation incidents.  The probability that such incidents will develop is considered high.
Floods: The potential for flooding in the Kansas City metropolitan area is high.  The Missouri and Kansas Rivers flow through the region, with more than 40 watersheds draining into the Missouri River.  There are a number of larger streams, including the Blue River, Fishing River, Platte River, Kill Creek, Stranger Creek, Mill Creek, and Captain Creek.  There are a number of smaller creeks and drainage ditches that feed these rivers and should be of concern if flooding is imminent.  Flooding occurs as major rivers and smaller tributaries rise from heavy rainfall.  Flash flooding along minor creeks and roadways have proven deadly in the past.  Most cities and counties in the Kansas City region participate in the federal flood insurance program, and they use federal flood plain maps to discourage development in flood-prone areas.  Several communities have recently adopted stream setback ordinances to further restrict urban development from flood prone areas.  Flood risks are considered medium to high throughout the Kansas City region.
Earthquake: There are two earthquake source zones in region; other zones, due to their proximity, could also affect the region.  Earthquakes occurred in 1990 and 1991 along the New Madrid Fault in Missouri.  The threat of an earthquake occurrence is high in the eastern and southeastern portions of Missouri, and low in the Kansas City region.  The impact from an earthquake to the Kansas City area is likely to be from evacuees resettling in the region from eastern or southern Missouri, requiring sheltering or other services.
Drought: Drought is defined as a prolonged period with little or no rain that can affect agriculture areas and impact water supply systems.  Because of its geographical location and characteristic weather problems, the region is vulnerable to drought conditions.  While drought conditions may impact water supply conditions in the Kansas City region, the impact on local governments is expected to be low other than the cost to retrofit water intake and treatment facilities.
Heat Wave: A heat wave is defined by the National Weather Service as three consecutive days of 90 degree Fahrenheit plus temperatures.  These high temperatures generally occur from June through September, but are most prevalent in the months of July and August.  Heat waves are often a major contributing factor to power outages (brownouts, etc.) as the high temperatures result in a tremendous demand for electricity for cooling purposes.  Based on 30-year statistics from the National Weather Service, the region is vulnerable to heat waves ranging from High to Moderate in the months of July and August.  The probability that such incidents will develop is considered moderate
Wildfire: The potential for a major wildfire is low in the Kansas City area.  A wildfire is the uncontrolled burning in grasslands, brush or forest/woodlands.  The majority of fires and the greatest acreage loss will occur during the hot and dry summer months of July, August and September.
Technological Hazards
Hazardous Materials Incident: The Kansas City metropolitan region is vulnerable to hazardous materials incidents from both fixed containment sites and transportation accidents.  There are numerous fixed facilities that store/use hazardous materials.  A number of major transportation routes cross through the region, including but not limited to:

· Highways: Missouri State Highways: 9, 45, 92, and 152 ; Kansas State Highways 7, 10, 73, and 24; US Highways 71 and 24; interstate highways: 35, 70, 29, 435, 635 and 670

· Airports: One international airport; 11 general aviation airports

· Railroads: The Kansas City region ranks first in the nation in rail freight shipments and has major railroad and inter-modal facilities.  Four of the nation’s class I railroads operate in the Kansas City region, including Union Pacific, Burlington Northern Santa Fe, Kansas City Southern Railway and Norfolk Southern Railway.

· The probability that hazardous materials incidents will occur in the Kansas City region is considered moderate to high.

Transportation Accident: Mass transportation is defined as the means, or systems, that transfer larger groups of individuals from one place to another.  Mass transportation accidents include public airlines, railroad passenger cars, metro rail travel, tour buses, public bus lines, school buses, and other means of public transportation.  The probability that such incidents will occur is considered moderate.

Dam or Levee Failure: The Kansas City area is vulnerable to the effects of a levee or dam failure.  The region’s two major rivers, the Missouri and Kansas Rivers, are controlled by urban levees through most of the metro region.  There are a number of recreational lakes and farm ponds throughout the region, many formed as a result of dams along streams and creeks.  The state of Missouri identifies a number of area dams as high risk. 

Power Failure: Loss or interruption of power can cause significant problems for businesses and residents in the metro area.  Power failure can result from another disaster (i.e., tornado, winter storm) or can occur on its own.  The probability that such incidents will develop is considered high, although such events tend to be more localized than widespread.

Civil Disorder: In general, this refers to groups of people purposely choosing not to observe law, regulation or rule, usually in order to bring attention to their cause.  It can take the form of small gatherings or large groups blocking or impeding access to a building, or causing disruption of normal activities by generating noise and intimidating people.  The probability that such incidents will develop is considered low.

Terrorism: As defined by the FBI, is “the unlawful use of force or violence, committed by a group(s) of two or more individuals, against persons or property to intimidate or coerce a government, the civilian population, or any segment thereof, in furtherance of political or social objectives.”  There are two types of terrorism: domestic and international.  The Kansas City Area is designated by the Department of Homeland Security as an Urban Area Security Initiative area based on risk and critical infrastructure.  Potential threats are present in the Kansas City area. 

Nuclear Attack/Detonation: This is not considered to be a significant threat for local jurisdictions.

Public Health Emergency: This may include disease epidemics such a pandemic influenza outbreak, large-scale incidents of food or water contamination, or extended periods without adequate water and sewer services.  The probability that such incidents will develop is considered moderate.

VI. Essential Functions

The Insert Position Title or Business unit has examined department and agency functions and categorized them as follows:

Category 1:
Mission Critical – services that must remain operational at all times

Category 2: 
Immediate Post-Incident – services that must be brought back online as soon as possible and no later than 12 hours after an incident

Category 3: 
Normal Services – services that need not be restored in full until the incident has passed and Category 1 and 2 services are operational.

Both Category 1 and 2 are considered essential functions.  The positions necessary to carry out essential functions, along with business unit support duties are listed in Annex B, Essential Functions.
VII. Authorities and References

· Robert T. Stafford Disaster Relief and Emergency Relief Act, PL 93-288, as amended

· Code of Federal Regulations, Title 44

· Code of Federal Regulations, Title 41, Part 101-20.103-4

· Code of Federal Regulations, Title 36, Part 1236

· Federal Preparedness Circular 65

· Federal Response Plan

· National Fire Protection Association 1600

· National Response Plan

· Federal Public Law 99-499, SARA, Title III, as amended

· FEMA’s “Guide for State and Local All-Hazard Emergency Operations Planning” 

· Mid-America Regional Council LEPC Hazardous Materials Plan, as amended

· Homeland Security Presidential Decision Directive 5 (HSPD-5)

· Natural Hazards Mitigation Plan for Kansas City Region

VIII. Concept of Operations

In the event of a disaster or emergency, Insert City/County will rapidly organize to assess impacts on agency operations, and determine needed actions.  COOP operations are characterized by three distinct phases: Activation and Relocation, Alternate Facility Operations, and Reconstitution.
This COOP plan provides for the continuation of the essential functions of Insert City/County and is based on the assumption that access will be denied to facilities where business is normally conducted.  A fire or hazardous material (HazMat) incident may require evacuation of a building with little or no advance warning, using existing occupant emergency plans, but only for a short duration.  Under situations where evacuation is required for only a short time (less than 12 hours), COOP plan implementation is not appropriate.  There is a distinction between these short-term situations and those in which access may be denied for an extended period of time.  In the latter case, there will be a need for the deliberate, pre-planned relocation of selected key staff to an alternate location from which minimum essential functions can be performed, beginning no later than twelve (12) hours after activation, while an assessment of longer-term alternatives is undertaken.  The alternate location will support the full complement of “mission-critical” staff assigned to it, including communications, information technology support, supplies and materials, and a secure environment, for up to thirty (30) days.

Phase I: Activation and Relocation

Conditions under which this COOP might be activated include the actual or potential denial of access to the Insert Facility Name and Address from which Insert City/County normally conducts business. 
This plan may be activated in situations such as:

· Known threats and emergencies (with warning).  Some threats may afford advance warning that will permit orderly alert, notification and, if necessary, evacuation of employees.  Examples are a transportation accident with the potential for the release of hazardous material or the threat of a terrorist act.

· Unanticipated threats and emergencies during non-duty hours (no warning).  Arson or a terrorist or HAZMAT incidents may occur without warning when the majority of the staff is not at work.  While operations from the normal place of business will not be possible, the majority of staff will be able to respond to instructions, including proper notice to relocate.

· Unanticipated threats and emergencies during duty hours (no warning).  Incidents may also occur without warning during normal office hours.  In this case, implementation of the COOP plan, if indicated by the circumstances, would be preceded by execution of a building occupant emergency plan to move employees and visitors out of the building expeditiously.

Decision Process

If a situation arises that adversely impacts or threatens Insert City/County’s ability to perform essential functions, Insert City/County’s COOP Plan may be activated by Insert Position Title or Business unit or his/her designee, through the senior executive, his/her successor or, based on circumstances, independently by the senior executive or his/her successor. 
Alert, Notification and Implementation Process

In the event that the usual operating facilities located at Insert Facility Address(es) are rendered inoperable and are expected to remain as such for a period of twelve (12) hours or more, the Insert Position Title or Business unit may decide to implement the agency’s COOP.  If this occurs, operations will be relocated to the location(s) listed in Annex C, Alternate Facilities and Agreements with other Entities, so that essential functions can be performed. 
In circumstances where warning is provided in advance of a triggering event, or during off-duty hours, a decision to implement the COOP will be communicated by the Insert Position Title or Business unit to designated essential employees through Describe means/methods to be used.  Contact information for all department heads is included in Annex I, Logistics and Notification.  The Insert Position Title or Business unit either notifies the manager at the alternate facility that the COOP has been activated and relocation is required or invokes the documented mutual aid agreement.  The Insert City/County’s designated Advance Team (see Annex C, Alternate Facilities and Agreements with other Entities) is deployed to the alternate facility to make it ready for use by checking operations of existing or setting up and testing new telephone lines and network connections; verifying operability of heating, cooling, plumbing and electrical systems; ensuring sufficient work space is present to support performance of essential functions by the Emergency Relocation Group (ERG); and other duties as appropriate.
During the time between COOP activation and when the alternate facility is ready to support essential operations, essential employees (referred to as the ERG) will work from the usual operating facility if it is able to support limited operations.  If the usual facility is not accessible, the Insert Position Title or Business unit will instruct employees how to proceed — for example, if they should work from home until the alternate facility is ready. 
When the Advance Team informs the Insert Position Title or Business unit that the alternate facility is ready to support essential operations, the ERG reports to the alternate facility.  Transportation to the alternate facility is Insert Means of Transportation.  Employees reporting to the alternate facility take their “go kits” and/or retrieve pre positioned materials (see Annex D, Go-Kits and Pre Positioned Materials) and any critical records/databases (see Annex E, Vital Records/Databases) for which they are responsible and prepare to become fully operational within twelve (12) hours. 
Employees who are not required to relocate to the alternate facility will be instructed by the Insert Position Title or Business unit if/where to report and, if their responsibilities will be different from their normal work, what their function during COOP activation will be.  Insert Position Title or Business unit will work with public information officers to develop messages to inform the public of the need to relocate to alternate facilities and which, if any, non-essential services will be suspended during COOP implementation.  The Insert City/County Emergency Management Agency also should receive regular status updates.
In circumstances where there is no warning during duty hours, designated essential employees will be directed by the Insert Position Title or Business unit to proceed with their “go kits” to the alternate facility and prepare to become fully operational within twelve (12) hours of the onset of the emergency.  The Advance Team is notified of the COOP activation and dispatched immediately to the alternate facility to begin preparations for use.  The Insert Position Title or Business unit notifies the manager at the alternate facility of the immediate need to relocate.  Employees relocating to the alternate facility are transported by Insert Means of Transportation.  Employees not required to relocate to the alternate facility are instructed by Insert Position Title or Business unit if/where to report and, if their responsibilities will be different from their normal work, what their function during COOP activation will be.
If usual communications methods such as telephone, cellular telephone, e-mail, and the Internet are not available and employees are not sure about their work status, they report directly to their usual office to receive instructions about their emergency duties.  If that location is unusable, report to the default meeting spot named in Annex A – Quick Reference Action List.
Leadership

a. Orders of Succession

There may be instances when an individual who is designated as a leader may be unable to fill his or her leadership role.  Because the role is essential to the department/agency’s ability to complete its critical missions, a successor assumes that leadership role.  A successor assumes the duties of the leadership role when the usual leader cannot be contacted by usual methods (e.g., telephone, cellular telephone, direct connect, etc.), and relinquishes leadership duties when the usual leader is contacted or when a permanent successor is named.  Annex F, Lines of Succession, lists the order of succession for this organization:

The order of succession applies in the event that any of those listed cannot be reached or are otherwise incapacitated. 
b. Delegations of Authority

Designated essential employees and their successors, upon appointment to an essential position, shall have the full authority and responsibility to carry out their essential functions unless otherwise indicated in this plan.  “Succession,” in this context, pertains only to the activation of this COOP and the performance of the essential functions listed herein for the duration of COOP activation, or until relieved by proper authority.  The authorities delegated to each essential position are listed, by position, in Annex G, Delegations of Authority. 
c. Devolution

In the event that the leadership of Insert City/County is incapacitated to a degree that would compromise the performance of its essential functions under this COOP, Insert Successor Department/Agency Name is named as the successor responsible for the performance of essential government functions.  Such devolution may occur based upon a unilateral determination by the Insert Position Title or Business unit or his/her successor or on a recommendation by the senior surviving official of Insert Department/Agency Name.  In the event that devolution is deemed necessary, the Advance Team, the remaining senior officials of Insert City/County and his/her designees would help the successor prepare to assume control of the devolving government’s essential functions. 
Phase II: Alternate Facility Operations

Upon arrival at the alternate facility, essential employees may need to go through a security checkpoint.  At security checkpoints, employees should be prepared to show identification.  Temporary staff hired to fill staffing needs during the COOP emergency may be issued temporary badges, or may be placed on a list for approved access to the facility and required to show a form of picture identification.
At the security checkpoint or at the entrance to the alternate facility, essential employees reporting for duty will sign in and out on a sign-in sheet so that shift staffing can be tracked.
When they first arrive at the alternate facility, essential employees may find that the Advance Team is still working to bring mission critical systems and vital databases and records online.  In the event that personnel cannot access electronic files, they should be prepared to perform their essential functions manually.  Forms and manuals for completing processes by hand are pre-staged at the alternate facility or are included in employee go-kits/Pre Positioned Materials boxes.  Personnel may need to use methods of communication other than telephone land lines, and should include in their go-kits a car adapter to charge batteries for portable communication devices such as cellular telephones and direct connect radios in the event that power is not immediately available at the alternate facility.
a. Mission Critical Systems

Mission critical systems are those systems such as information technology and communications required to support Insert City/County’s ability to perform its essential functions.  Mission critical systems have a Recovery Time Objective (RTO), which in this plan is defined as the period of time within which the operability of an information technology or communications-based system must be restored.  Mission critical systems also have a Recovery Point Objective (RPO), which in this plan is defined as the point in time back to which data must be recovered after an outage.  Mission critical systems must be recovered to meet the determined RTO/RPO objectives, which are Insert RTO/RPO time periods, respectively.  Mission critical systems needed to support the essential functions identified in Annex B, Essential Functions have been identified and are discussed in Annex H, Mission Critical Systems.
b. Vital Files, Records and Databases

Vital Files, Records and Databases are items without which the jurisdiction’s ability to perform its functions are destroyed or severely limited.  To the extent necessary, Insert City/County will duplicate and store vital records and electronic files at a remote location.  Vital records include the following kinds of things:
· Emergency Operating Records — These are essential to the continued functioning or reconstitution of the operating units during or after an emergency that requires activation of this COOP plan. 
· Legal and Financial Records — These are essential to carrying out the legal/financial functions of the city/county or to protecting the rights of individuals directly affected by the city/county’s activities. 

Vital records are updated regularly according to an established schedule based on the results of a risk assessment.  Vital records and databases also are backed up Insert Time Period and the backup data stored at a remote location.  A list of county vital records and databases is included in Annex E, Vital Records/Databases.
c. Vital Records Implementation Plan

Insert City/County’s vital records are stored at Insert Location.  Preservation and access to these records is controlled by Insert Position Title or Business unit.  Vital records that are in storage and are required by the city/county are recoverable within Insert Number hours of the onset of an emergency.  Insert Position Title or Business unit contacts Insert Position Title or Business unit to request delivery of the required vital records to the specified alternate operating location.
When the COOP is activated, Insert Position Title or Business unit is responsible for ensuring that vital records stored on-site at department facilities are moved from the usual operating location to the alternate operating facility.  Insert Position Title or Business unit maintains an inventory of vital records to ensure they are accounted for after any move to an alternate operating facility.  During the return to normal operations, Insert Position Title or Business unit notifies Insert Position Title or Business unit to retrieve records that are usually stored off-site.  During the return to normal operations, Insert Position Title or Business unit also ensures that records stored on-site at each usual operating facility are returned to their normal locations.  The vital records implementation plan is tested as part of the department’s COOP exercise program.
Phase III: Reconstitution

When Insert Position Title or Business unit determines the emergency is no longer a threat to Insert City/County, he/she begins to plan for a return to normal operations.  The Advance Team returns to the primary facility to ensure that mission critical systems are operational and the facility is ready for normal operations to resume.  The Insert Position Title or Business unit works with Insert Position Title or Business unit to notify employees of the end of the emergency and the plan to return to normal operations.  Insert Position Title or Business unit notifies employees using communications protocols described in Annex I, Logistics and Notification. 
After the agency has resumed normal operations, the Insert Position Title or Business unit de-activates the COOP Plan.  The Insert Position Title or Business unit ensures an after-action review is conducted of COOP and determines the effectiveness of emergency plans and procedures in place.  The review occurs as soon as possible, but no later than four (4) weeks after the return to normal operations.  The review identifies areas for correction and results in the development of a remedial action plan, as needed.
IX. COOP Planning Responsibilities

COOP planning ensures continued performance of essential government functions during an emergency.  Without COOP, such functions may not be performed at a time when they are needed most.  COOP planning therefore requires a dedicated effort, with clear delineation of responsibilities.  The Insert Position Title or Business unit has identified key positions within the organization and designated specific COOP responsibilities to those individuals.  The Insert City/County’s COOP planning assignments are identified in Annex L, COOP Planning Assignments.
X. Logistics

The Insert Position Title or Business unit has determined what level of emergency operations can be sustained internally, and has developed procedures to augment capacity beyond that level through the acquisition of services, personnel, resources and equipment necessary to perform mission essential functions. 
Alternate Facility

Choosing and preparing alternate locations is an integral part of COOP planning.  Selecting appropriate and compatible alternate facilities is the responsibility of Insert Position Title or Business unit.  Any site selected as an alternate facility is able to be operational within twelve (12) hours of COOP plan activation and can sustain performance of essential functions for up to thirty (30) days.
Insert City/County’s alternate facilities and/or Mutual Aid Agreements are identified in Annex C, Alternate Facilities and Agreements with other Entities.  Facilities are maintained on a regular basis and meet the following criteria to support performance of essential functions during COOP activation:
· Sufficient space to accommodate essential personnel

· Adequate infrastructure, including electricity, backup power source, heating, cooling, water and sewer

· Food preparation area

· In-place security measures

· Parking lot or public transportation access

· Sufficient networking capabilities to support performance of essential functions. 

Agreements with other entities are in written form and reviewed annually with the mutual aid entity to assure that the ability to support each other has not deteriorated due to changes in either organization.

Interoperable Communications

Communications is an integral part of COOP activation.  Selecting appropriate and compatible COOP communications equipment is the responsibility of Insert Position Title or Business unit. 
Under most conditions that may require Insert City/County to activate the COOP, communications will be primarily by standard, established communication methods such as telephone land lines, two-way radios, cellular telephones, e-mail, Internet, and the trunked system.  However, Insert City/County recognizes that as a result of some disasters, standard communication methods may not be operable.  Alternate methods of communication are described in Annex J, Alternate Communications Methods.
XI. Test, Training and Exercises

The effectiveness of a COOP Plan depends on employee awareness of COOP requirements.  Each employee who has an essential role in Insert City/County’s readiness and each department/agency that provides or supports Insert City/County’s ability to perform its essential functions must know how to execute its portion of the plan. 
To accomplish this goal, the Insert Position Title or Business unit trains all essential personnel on COOP planning and conduct of COOP drills, where personnel use the COOP in response to a mock disaster.  The plan is adaptable to various scenarios that range from partial or short term to complete disruptions.  COOP personnel will also test their plans, backup and recovery systems regularly.  It is through such testing that gaps can be identified and modifications made.  
Within Insert period of time of completion of a training exercise, the Insert Position Title or Business unit conducts an after-action review of the exercise so that participants understand what they did well and ways they can improve their responses to COOP situations.  The Insert Position Title or Business unit writes an after-action report that summarizes the points raised during the after-action review.  The county’s testing, training and exercise schedule are described in Annex M - Testing, Training and Exercise Schedule.
XII. Multi-Year Strategy and Program Management Plan

To have a viable COOP capability, Insert City/County must sustain a high level of readiness and be prepared to implement the COOP plan with or without warning.  Insert Position Title or Business unit will develop a multi-year strategy and program management plan to accomplish this state of readiness.  Insert Position Title or Business unit will routinely assess the needed capacity of the department, capabilities of personnel and associated resources, and modify its program management plans accordingly.  The objectives, timelines, budgetary requirements, planning and preparedness considerations, planning milestones, and tracking system are discussed in a separate document from this plan, entitled Insert Report Name.
XIII. COOP Plan Maintenance

The Insert Position Title or Business unit reviews and updates the Insert City/County COOP Plan regularly.  The work of the COOP team does not end with the development and implementation of a COOP program.  An effective COOP Plan does not remain viable without regular review and revision.  A suggested timeline for testing and revising elements of this plan is included in Annex N, COOP Maintenance Timeline.  A checklist that identifies elements to be included and maintained in the COOP is included in Annex O, COOP Checklist of Plan Elements.
Annexes

XIV. Action Annexes

Annex A – Quick Reference Action List

This list is intended to assist those executing the plan find key information and take essential actions during a time of stress when no one is thinking clearly.  It does not cover everything and is intended to provide an orderly structure for initial action and focus on functional recovery.
Actions are listed in order, but may or may not be done in this order depending on the situation.  Add or skip activities as needed.

If you are contacted about a Disaster Event...

· Remain calm and make notes about the instructions you are given.  Use the Event Description Form.

· Do not report to the scene unless you are specifically instructed to do so or your assignment requires it.

· Wherever you must report, bring a cellular phone, if available, and a bag or other luggage with a change of clothes appropriate to your assignment.

· Do not make any comments to the media about the event or recovery plans and actions.  Remind others of this as you notify them of the event.  Only the top executive of the jurisdiction or his/her designate talks to the press.
· Begin notification of people in your Department and instruct associates to keep their phones available for further instructions. 

· Activate Continuity of Operations Plans as soon as you know that your area has been affected.

These steps begin after Emergency Personnel have been called (911) and the safety of employees and visitors assured.

Continuity Team

1. Senior Managers in each building need to meet to decide action steps. 

· For a building only event:

· If telephone service is available, decide on a place to meet 

· For an event where telephone service is not available (large regional event):

· Gather at the Default Meeting Spot (insert name here).

2. If it is necessary to utilize a Command Center

· Notify the appropriate authorities

· Retrieve the CC pre-positioned materials boxes from storage  

3. Record the details of the disaster insofar as they are known on the Event Description Form.  

4. Use the Event Log and the Site Assessment Form as needed.
5. Report incident and status to the proper authority.  Set up regular reporting intervals
6. Decide the level of the disaster and if there is a commercial recovery vendor, whether a formal Disaster Declaration is required.  Remember that this formal step brings with it significant financial commitment.  The people the vendor will recognize as “authorized” are:

· xxxxx

· xxxxx

· xxxxx

7. Notify appropriate State or Federal contacts.

8. If anyone gets cornered by the media, don’t say anything more than this.  If possible, restrict it to the last sentence.

I learned of the (fire, tornado, explosion, shooting, etc.) a short while ago.

I am not able to comment or speculate on the cause or extent of the incident at this time. 

However, I can tell you that (jurisdiction) has prepared and practiced emergency plans for situations such as this. 

Our primary concern is for human life.  We are working with the fire, police and EMS departments to help anyone who may have been injured. 

Next, we’ll get a complete and accurate assessment of the situation.  The assessment will allow us to target our efforts so that we can resume and continue our business operations in a short while.

As information becomes available, (name of jurisdiction Public Information Officer) will keep you informed.

9. If the Recovery Vendor is activated – Notify IT people pre-designated for bringing desktop or server systems up on Vendor Equipment.

10. Secure damaged location.

11. Survey the damaged location and determine if temporary space will be needed.  Use the Site Assessment Form.

12. If appropriate, engage an outside vendor to handle incoming and outgoing mail.  

13. Engage a Restoration Service Vendor to reduce damage to documents and equipment at the primary site.

Recovery of Functionality - Departments

14. If temporary space is needed arrange for it either locally or via vendor mobile systems.  If a mobile system, arrange for an area where it can be parked that has parking around it.

15. Designated recovery personnel report to the recovery site (designation of recovery personnel is a departmental responsibility that should be made prior to the disaster and updated at least annually).

16. Acquire any needed office supplies not in off site boxes.

17. If Primary IT and Phone Switch is in a different building and/or still operational, arrange for a message to be put on affected lines indicating status and expected resumption.

18. Distribute recovery material from each affected department’s off-site box.

19. Identify and sort any documents recovered from the primary site and distribute to departments.

20. Depending on space:

A. If temporary building space 

· Check out wiring for phones, PC’s and power.

· Install whatever is necessary.  Run lines across floors and tape down temporarily if necessary.

· Acquire furniture as needed – use rented tables/chairs until standard office furnishings can be acquired.  (See Vendor List in Plan.)

B. Whether a temporary building or Vendor mobile office.

· Assign available workstations to specific individuals – Consider double assignments and multiple shifts if necessary.

21. Arrange for mail handling.

22. Decide how to distribute seating to facilitate workflow and assign workstations.

23. Acquire needed office supplies.

Initial Response – Information Technology Disaster
24. Recover Off-Site Backup tapes and other off-site material.

25. Contact Telephone Service Provider – Place pre-approved messages on incoming lines.  Arrange to re-route toll-free and local lines when ready.

26. Restore Information Technology Environment

A. If in temporary building space 

· Acquire needed Servers and desktop workstations – Use the Recovery Services Vendor for immediate recovery.  Work through normal channels for longer term recovery.

· Set up the desktop workstations using installation CD’s from IT Off-Site Box.

B. If Vendor supplied Mobile Offices with PC’s and phones.

· Set up the desktop workstations using installation CD’s from IT Off-Site Box.

· Work with Vendor Team to set up phone switch to specifications.

· Contact telephone service vendor and have numbers rerouted to new site or to satellite ground station (Situation Dependent).  

· Check out each rerouted number by dialing them.

27. Recover primary systems using Backup tapes, and the Recovery Execution Checklist from the IT pre-positioned materials box.

28. Contact Telephone Service Provider and schedule when calls will have the automated messages removed and be rerouted to the Workgroup Recovery Site.

· Check out each rerouted number by dialing it.

Annex B — Essential Functions

The following charts identify the responsible position titles for Category 1 and 2 functions, in order of priority.  Category 1 functions are those that cannot be disrupted.  Category 2 functions are those that must be brought back online as soon as possible after an incident. 
	Priority
	Category 1 Functions/Services
	Owner
	RTO
	RPO

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Priority
	Category 2 Functions/Services
	Owner
	RTO
	RPO

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Insert City/County is comprised of Insert Number business units.  Business units and their responsibilities for supporting essential functions are described in the following table. 
	Table B-2: Business Units

	Business Unit
	Essential Function Support Duties

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Annex C — Alternate Facilities and Agreements with other Entities
	Table C-1: Alternate Facilities

	Facility Name
	Facility Address
	Agreement Type and Date Executed
	Annual Cost
	Departments Assigned to Facility

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Vulnerability assessments have been performed for each of the aforementioned facilities as part of the Insert City/County Hazard Mitigation Plan.  A copy of the plan is on file with Insert Department/Agency Name.

The process for invoking use of the alternate facilities is:

1.


2.


Maps and driving directions from the Insert Name of Primary Operating Facility to the alternate facilities are attached within this annex.
Insert City/County also has a mutual assistance agreement with Insert Other City/County.  The general provisions of that agreement are listed below and a complete copy is file in the office and in the Pre Positioned Materials Box.

1. xx

2. xx

3. xx

4. xx


The Advance Team that will be deployed to the alternate facility to make it ready for use consists of the following personnel:
	Table C-2: Advance Team

	Name
	Position Title
	E-mail Address
	Office Phone
	Home Phone
	Cell Phone
	Advance Team Responsibilities

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



Annex D — Go-Kits and Pre Positioned Materials
A go-kit will include copies of the Emergency Operations Plan (EOP), the relevant department/agency plans, the COOP plan, call-down lists, other vital records (described in Annex E, Vital Records/Databases) and alternate facility locations with maps and directions. 

The go-kit will also contain a laptop computer loaded with department/agency facility locations, essential human resources and payroll information, and department-specific software.  Copies of forms needed to continue providing essential services, as well as forms that can be used to perform work manually should computer systems not be working properly, will be included in the go-kit.
Essential personnel may want to also have a personal go-kit that includes personal care items.  Some recommended items include:

· A change of clothing

· Personal hygiene items (soap, shampoo, etc.)

· Drinking water

· Non-perishable food/snacks

· Eating utensils

· Manual can opener

· Disposable plates, cups, etc.

· Flashlight

· Batteries

· Portable radio

· Blanket

· Pillow

· First aid kit/first aid items

· Prescription medicines

· Contact lenses and solution

· Car charger for cellular telephone

· Money

· Maps of area

Annex E — Vital Records/Databases
	Table E-1: Insert Department/Agency Name Vital Records

	Vital Record
	Type of Record
	Format of Record (electronic or paper)
	Document Location
	Backup Located(s)
	Format of Backup
	Responsible Staff Member Person

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Insert Position Title or Business Unit is responsible for ensuring that vital records are available at the alternate facility during COOP operations, and that these records are returned to their correct locations when COOP operations cease.  In the case of storage with outside vendors, Insert Position Title or Business Unit will also maintain the roster of individuals authorized to access these records.  
The following procedures are necessary to retrieve records from the aforementioned storage locations:

1.
Insert Procedures for Retrieving Records
2.
Insert Procedures for Retrieving Records
The following staff members are authorized to access off-site records:

1.
Insert Staff Members Who are Authorized to Access Off-Site Records
2.
Insert Staff Members Who are Authorized to Access Off-Site Records
The county’s vital records are maintained and backed up on a regular basis.  The following table summarizes the maintenance and backup schedule and individuals responsible for overseeing this process.
	Table E-2: Vital Record Backup Procedures

	Vital Record/Database
	Maintenance Frequency
	Current Protection Methods
	Responsible Staff Member

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Annex F — Lines of Succession
	Table F-1: Lines of Succession

	Department/Agency
	Key Position
(Title)
	Designated Successor(s)
(Title)
	Limitation/ Conditions
	Responsibilities

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Annex G — Delegations of Authority
	Table G-1: Insert Department/Agency Name Delegations of Authority

	Authority
	Position Holding Authority
	Triggering Conditions
	Rules
	Procedures
	Limitations
	Delegated Purchasing Authority

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Annex H — Mission Critical Systems
	Table H-1: Insert Department/Agency Name Mission Critical Systems

	Category 1 Critical Systems or Equipment

	System or Equipment Name
	Description
	Type of System
	Current/ Primary Location
	Other Locations
	Maintenance Frequency

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


	Category 2 Critical Systems or Equipment

	System or Equipment Name
	Description
	Type of System
	Current/ Primary Location
	Other Locations
	Maintenance Frequency

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Annex I — Logistics and Notification
The Insert Position Title or Business Unit is responsible for notification of all City/County employees of the intent to activate and de-activate the COOP using standard protocols whenever possible.  Employees will be notified by Insert all that apply: telephone, pager, two-way radio, and/or e-mail of a change in COOP status.  This information also will be available on the city/county’s intranet site. 
Each individual department head will be notified of the COOP status with the information.  The table below contains the contact information for department heads and at least one alternate.  Once notified, the department heads will notify employees.  Updated employee lists are located in each department for this purpose.  Most departments will notify employees via phone, cell phone, in person or e-mail depending on the event. 
	Table I-1: Employee Roster

	Department
	Employee Name
	Position
	Email Address
	Work Phone
	Home Phone
	Cell Phone/Pager

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Key vendors and customers also will be notified of the intent to activate and de-activate the COOP. Notifications will occur using the usual methods such as land line telephone, cellular telephone, or e-mail.
	Table I-2: Vendor Roster

	Service/Product
	Vendor
	Point of Contact
	Contact Information
	Main Number

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


The following equipment and supplies, including software and desktop and laptop computers, will be required to continue essential functions from the alternate facility.
	Table I-3: Equipment Requirements

	Equipment
	Quantity
	Pre-Positioned
	Hand-Carried
	To Be Ordered

	Personal Computer
	
	
	
	

	Laptop Computer
	
	
	
	

	Photocopier
	
	
	
	

	Fax machine
	
	
	
	

	Desks
	
	
	
	

	Telephones
	
	
	
	

	Chairs
	
	
	
	

	Staplers
	
	
	
	

	Staple remover
	
	
	
	

	Printer
	
	
	
	

	File cabinets
	
	
	
	

	Typewriter
	
	
	
	

	Scanner
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Consumable supplies that will be needed at the alternate facility include:
· Pens

· Pencils

· Staples

· Copy paper

· File folders

· Printer ink cartridges

· Photocopier toner cartridges

· Rubber bands

· Paper clips

· Readable/writeable CDs

· Pre-printed forms

Enough of these supplies will be needed to support Insert Number individuals.  Most of the supplies will be hand-carried or ordered and delivered to the alternate facilities, although some supplies may already be available at the alternate facilities.
Replacement personnel may be required to implement the COOP.  The Insert Position Title or Business Unit has the authority to appoint personnel to temporary or permanent vacant positions.  The positions that have special requirements should be filled using the standards set forth by the human resource department to fill the positions.  Consideration should be made for specific skills that support the essential functions.
Annex J — Alternate Communication Methods
	Table J-1: Insert Department/Agency Name Alternate Communications

	Communication System
	Current Provider
	Alternative Provider(s)
	Alternative Mode #1
	Alternative Mode #2

	Voice Lines
	
	
	
	

	Fax Lines
	
	
	
	

	Data Lines
	
	
	
	

	Cellular Phones
	
	
	
	

	Pagers
	
	
	
	

	E-mail
	
	
	
	

	Internet Access
	
	
	
	

	Instant Messenger Service
	
	
	
	

	Blackberry and Other Personal Digital Assistants
	
	
	
	

	Radio Communication Systems
	
	
	
	

	Other
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Annex K – Useful Forms

Event Description

Complete this form as an aid for consistent communication.

	Person Completing form

	Date:
	Time:
	Floors & Departments Affected:

	Who called you?
	Number or other contact information to reach them:

	Any Injuries

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	Who was injured? (can also use space at bottom)
	Type of Injury?

	Safe to enter location?
 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	
	

	Is location secured?
 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	
	

	Describe the event:

	

	

	

	

	

	Meeting Area Established?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 To be determined
	Location of Meeting Area

	To Do Checklist

 FORMCHECKBOX 
 Notify Team Members

 FORMCHECKBOX 
 Notify Remainder of Staff (Document if and when contact made.)

 FORMCHECKBOX 
 Report to Team meeting place
Time: 

 FORMCHECKBOX 
 Retrieve off-site supplies

 FORMCHECKBOX 
 Other




	Additional Instructions/Information:

	

	

	

	

	


Business Interruption Event Log 

(Copy as often as required)

	Event
	Notes
	Date
	Time

	 FORMCHECKBOX 
 Event Description Form Completed
	
	
	

	 FORMCHECKBOX 
 Site Assessment Completed
	
	
	

	 FORMCHECKBOX 
 Incident Team Notified
	
	
	

	 FORMCHECKBOX 
 Command Center Established
	
	
	

	 FORMCHECKBOX 
 Call Tree Activated --  FORMCHECKBOX 
 Yes --  FORMCHECKBOX 
 No
	
	
	

	 FORMCHECKBOX 
 Disaster Declared --  FORMCHECKBOX 
 Yes --  FORMCHECKBOX 
 No
	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	

	 FORMCHECKBOX 

	
	
	


COOP – Incident Report – Page 1

	TO:






(Name)


	Date of Incident


/
/
	Time of Incident

_______AM   PM

	FROM:   ___________________________________________

(Name)
	___________________________

(Title)

	Location of Incident:
Building: ____________________________________________
	Floor(s):
_____  _____

	How were you notified of event?  

 In vicinity/Eye witness?
 Heard?
 Phoned?
 Paged?

Who notified you? 

Other?  (Describe) 





	Notifications:  (Who did you contact?)
	1.

	2.


	3.

	4.

	5.


	6.

	7.

	8.


	Description of Event:

	

	

	

	Was a Police Report Filed?
   Yes

   No

	Witnesses:  (Names)
	1.

	2.


	3.

	4.

	5.


	6.

	7.

	8.


	Description of Equipment/Property Involved:

	

	

	

	

	

	


COOP – Incident Report – Page 2

	Who Responded to Event:  If Police, name(s) of responding Officer(s)
	1.

	2.


	3.
	4.

	5.


	What was Response?

	

	

	

	

	Initial Response Time (Between Notification & First action, i.e., Arrival on Scene):

	Description of Recovery Effort (Who, What, When, Where, Why, How):

	

	

	

	

	

	

	

	

	

	

	Recovery Time (Hours/Days: Length of Time to Resolve):

	Suggestions for Improvement of Recovery Process:

	

	

	

	

	

	

	

	Signature:  

	Date:  



COOP Site Assessment – Priority List and Check List

Site Assessment Checklist

	1. CRITICAL
	Must be repaired or replaced immediately.

	2. PRIORITY
	Must be repaired or replaced at earliest possible time.

	3. LOW-PRIORITY
	Not Essential to business performance or procedures, repair or replace when other priorities have been fulfilled.

	4. OK AS IS
	No repair or replacement required at this time.


Site Assessment Checklist

	Item
	Priority
	Repair Estimate (# days / weeks / mos.)
	Comments
	Init

	Parking Lot
	
	
	
	

	Building Structural
	
	
	
	

	Non-structural  Partitioning 
	
	
	
	

	Building Security
	
	
	
	

	Storage Security
	
	
	
	

	HVAC Systems
	
	
	
	

	Water Supply
	
	
	
	

	Waste Water (Sewer)
	
	
	
	

	Electrical Supply
	
	
	
	

	Fire Extinguishers
	
	
	
	

	Computer Equipment
	
	
	
	

	Network
	
	
	
	

	Check Printers
	
	
	
	

	Software
	
	
	
	

	Copiers
	
	
	
	

	Office 
Furniture
	
	
	
	

	Carpet / Tile
	
	
	
	

	Calculators
	
	
	
	

	Telephones
	
	
	
	

	Fax Equipment
	
	
	
	

	Supplies
	
	
	
	

	Paper
	
	
	
	

	Diskettes, CD’s, Tapes, 
	
	
	
	

	Copier, Printer, and Fax Toner 
	
	
	
	

	Remarks
	
	
	
	

	



XV. Planning and Maintenance Annexes

Annex L — COOP Planning Assignments
	Table L-1: Planning Assignments

	Responsibility
	Position

	Update COOP plan annually.
	

	Update telephone rosters monthly.
	

	Review status of vital files, records and databases.  
	

	Conduct alert and notification tests.
	

	Develop and lead COOP training.
	

	Plan COOP exercises.
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Annex M — Testing, Training and Exercise Schedule
	Action
	Responsible Position
	Frequency
	Tentative Schedule

	Test COOP alert, notification, and activation procedures
	
	
	

	Test COOP communications equipment
	
	
	

	Test COOP communications protocols
	
	
	

	Test vital records implementation and recovery plan
	
	
	

	Test data recovery plan
	
	
	

	Test infrastructure at alternate facility, to include power, backup power, heating, cooling, water and sewer
	
	
	

	Conduct COOP training for essential personnel
	
	
	

	Conduct COOP training of Advance Element
	
	
	

	Conduct exercise that involves the pre-planned movement of essential personnel to an alternate facility
	
	
	

	Conduct after-action review of COOP exercise
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Annex N — COOP Plan Maintenance timeline
The following schedule is used for plan maintenance on an annual basis.
Start Date: 






Three months from Start Date:

· Update Annex A, Essential Functions

· Update Annex C, Alternate Facilities (include risk assessments from guidance document or other source, addresses, costs, and maps)

· Update Annex E, Vital Records/Databases

· Update Annex F, Lines of Succession

· Update Annex G, Delegations of Authority

· Update Annex H, Mission Critical Systems

· Update Annex I, Logistics

Six Months from Start Date:

· Update Annex D, Go-Kits

· Update Annex K, Alternate Communications Methods

Twelve Months from Start Date:

· Update Section VII, Authorities and References

· Update Annex J, COOP Planning Assignments

· Perform comprehensive review of COOP Plan

If a situation occurs that causes activation of the COOP Plan, modify the timeline for updating the plan as needed.  The new start date coincides with the date of the after-action review.

.

Annex O — COOP Checklist of Plan Elements
1. Identify Agency/Department Critical Functions

· Mission Critical functions

· Immediate Post-Incident functions

· Normal Services, non-critical

2. Identify Appropriate Authorities/References legal, financial, contracting, human resources, delegations, etc.)
3. COOP Activation Process

· Known threats, with warning

· Unanticipated threats, no warning, non-duty hours

· Unanticipated threats, no warning, duty hours

· Who activates?

· How?

· At what stage?

4. Alert/Notification

· Primary and back-up system for notifying 

· Employees

· Emergency Relocation Group

· Essential employees

· All other employees

· County executive

· Other departments

· The public

· Duty hour vs. non-duty hour notification

· Standard notification messages

5. Relocation Plans

· Functions to be relocated

· Alternate locations (telecommuting, departmental facility, facility of another department, stand-alone new facility

· Contents of, owners of go-kits

· Match all staff with relocation option

· Transportation to alternate facility

· Emergency relocation SOPs, instructions for staff

· Ongoing communication with employees (information line, post to City/County/Department web-site

· Logistics (site acquisition agreements, services, personnel, resources, equipment

· Mission critical systems

· Which systems are mission critical

· Plan to recover/replicate mission critical systems

6. Succession Plan

· Written line of succession for key leaders, managers and essential employees

· Delegations of authority 

· Devolution strategy

7. Files/Records/Data Bases
· Identify vital files, records, databases needed to support essential functions

· Back-up system (minimum monthly) for vital records

· Secure location for backed-up records

· Business unit or person responsible for maintenance

· RTO established

8. Planning responsibilities

· Assign COOP planning responsibilities

· Assign COOP training responsibilities

· Training curriculum, exercise schedule, system tests

· Multi-year strategy, budgeting, program management plan, COOP maintenance.
Annex P — COOP Crosswalk

	Required Element
	Section
	Page
	Reviewer
	Alternate Reviewer

	I. Executive Summary

	Introduces concept of COOP planning
	
	
	
	

	Establishes reason for completing COOP plan
	
	
	
	

	II. Introduction

	Lists objectives of developing a COOP plan
	
	
	
	

	III. Purpose

	Discusses why the plan was formulated
	
	
	
	

	Explains the overall purpose for COOP planning 
	
	
	
	

	IV. Applicability and Scope

	Describes applicability of plan to the organization
	
	
	
	

	Applies to wide range of disaster causes (natural and man-made)
	
	
	
	

	Applies to wide scope of disasters (localized or widespread)
	
	
	
	

	Plan is intended to reduce/mitigate disruptions to operations 
	
	
	
	

	V. Essential Functions

	Identifies which functions must be continued under all circumstances
	
	
	
	

	Considers functions that cannot be disrupted for more than 12 hours
	
	
	
	

	Prioritizes the essential functions
	
	
	
	

	Establishes staffing requirements to perform these functions
	
	
	
	

	Identifies mission critical data required to perform these functions
	
	
	
	

	Identifies consumable office supplies needed to support essential functions
	
	
	
	

	Includes a roster of essential personnel who perform these functions
	
	
	
	

	Identifies any special skills required to perform essential functions
	
	
	
	

	Identifies other critical resources needed to perform essential functions
	
	
	
	

	VI. Authorities and References

	Identifies relevant Federal laws and authorities
	
	
	
	

	Identifies relevant State laws and authorities
	
	
	
	

	Identifies relevant local laws and authorities
	
	
	
	

	Identifies local and/or agency emergency plans and other relevant references
	
	
	
	

	VII. Concept of Operations

	Establishes that essential functions must resume within 12 hours of an emergency and be sustainable for 30 days
	
	
	
	

	VII.A. Phase I: Activation and Relocation

	Describes conditions under which COOP plan may be activated
	
	
	
	

	Discusses COOP plan activation with warning
	
	
	
	

	Discusses COOP plan activation without warning during duty hours
	
	
	
	

	Discusses COOP plan activation without warning during non-duty hours
	
	
	
	

	VII.A.1. Decision Process

	Identifies who has authority to activate the COOP plan
	
	
	
	

	Identifies a process for decision-making 
	
	
	
	

	VII.A.2. Alert, Notification, and Implementation Process

	Provides for notification of alternate facility
	
	
	
	

	Provides for notification of essential employees
	
	
	
	

	Provides for notification of non-essential employees
	
	
	
	

	Provides for notification of City/County officials
	
	
	
	

	Provides for movement of employees to alternate facilities
	
	
	
	

	Includes maps and directions to alternate facility from primary facility
	
	
	
	

	VII.A.3.a. Orders of Succession

	Establishes an order of succession to the position of agency head
	
	
	
	

	Establishes orders of succession to other key leadership positions
	
	
	
	

	Describes orders of succession by position titles rather than names of individuals
	
	
	
	

	Establishes rules and procedures to be followed when facing succession to office
	
	
	
	

	Describes conditions under which succession will take place
	
	
	
	

	VII.A.3.b. Delegations of Authority

	Documents the legal authority for officials to make key policy decisions during a COOP emergency
	
	
	
	

	Identifies the program authorities needed to continue essential operations at all agency levels
	
	
	
	

	Delineates the limits of authority
	
	
	
	

	Describes the authority of an official to whom authority has been delegated
	
	
	
	

	Describes the circumstances under which authorities would be delegated and when they would cease
	
	
	
	

	VII.A.3.c. Devolution

	Identifies resources needed to transfer essential functions to a devolution site
	
	
	
	

	Identifies the likely triggers that would trigger the devolution option
	
	
	
	

	Specifies when and how control of agency operations will be transferred to the devolution site
	
	
	
	

	Lists necessary resources to continue operations at the devolution site
	
	
	
	

	VII.B. Alternate Facility Operations

	Describes arrival procedures at the alternate facility
	
	
	
	

	VII.B.1. Mission Critical Systems

	Identifies hardware needed at the alternate facility
	
	
	
	

	Identifies software needed at the alternate facility
	
	
	
	

	Identifies number of workstations needed for personnel working at alternate facility
	
	
	
	

	Identifies procedures for restoring data at alternate facility
	
	
	
	

	Identifies networking/communications needs at alternate facility
	
	
	
	

	Identifies other special needs for systems at alternate facility
	
	
	
	

	Includes procedures for bringing mission critical systems online at alternate facility
	
	
	
	

	VII.B.2. Vital Records and Databases

	Documents that a vital records program exists
	
	
	
	

	Assigns roles and responsibilities for maintaining the vital records program
	
	
	
	

	Addresses access to the following: local area network (LAN), vital electronic records, critical information systems, internal and external email and archives, and vital hard copy records
	
	
	
	

	Inventories emergency operating records, legal records, and financial records
	
	
	
	

	Provides information about accessing vital records from storage
	
	
	
	

	Determines if off-site storage, alternative storage media, and duplicate records are warranted
	
	
	
	

	Selects appropriate media for storing vital records (microfiche, disk, tape, etc.)
	
	
	
	

	Provides for routinely updating vital records
	
	
	
	

	Vital records information is included in the go-kit (hard copies, roster of personnel overseeing plan, locations of storage facilities, access procedures, etc.)
	
	
	
	

	Provides for training and exercising of the plan
	
	
	
	

	VII.C. Reconstitution

	Provides for transitioning from COOP operations to normal operations
	
	
	
	

	Provides for notifying personnel of a return to normal operations
	
	
	
	

	Provides for verifying that all mission critical systems and communications at the restored at the operating facility
	
	
	
	

	Requires an after-action review to be conducted
	
	
	
	

	VIII. COOP Planning Responsibilities

	Identifies position titles that are responsible for maintaining and updating the COOP plan
	
	
	
	

	Assigns specific responsibilities to those individuals
	
	
	
	

	IX. Logistics

	Identifies MOUs/MOAs established to support COOP plan
	
	
	
	

	IX.A. Alternate Facilities

	Identifies alternate facilities to be used during a COOP situation
	
	
	
	

	Includes a risk assessment for alternate facilities
	
	
	
	

	Alternate facility is able to be operational within 12 hours and sustainable for up to 30 days
	
	
	
	

	Addresses emergency power to support essential functions
	
	
	
	

	Addresses need for sufficient space to support personnel performing essential functions
	
	
	
	

	Considers needs of personnel for food, personal hygiene, and possibly housing
	
	
	
	

	Addresses transportation requirements at the alternate facility (if needed)
	
	
	
	

	Addresses security at the alternate facility
	
	
	
	

	Addresses maintenance of the alternate facility
	
	
	
	

	IX.B. Interoperable Communications

	Addresses a range of communication methods
	
	
	
	

	Addresses the ability to communicate with agency personnel, other agencies, and City/County leadership
	
	
	
	

	Addresses ability to communicate with customers
	
	
	
	

	Includes access to data and voice systems
	
	
	
	

	Provides for redundant communications systems
	
	
	
	

	Addresses communications systems must be up and running within 12 hours and for up to 30 days
	
	
	
	

	X. Test, Training and Exercises

	Establishes a COOP test, training and exercise program
	
	
	
	

	Provides for quarterly testing of COOP alert, notification, and activation procedures
	
	
	
	

	Provides for quarterly testing of COOP communications abilities
	
	
	
	

	Provides for semi-annual testing of vital records implementation and recovery plans
	
	
	
	

	Provides for semi-annual testing of data systems and recovery
	
	
	
	

	Provides for annual testing of primary and backup systems at alternate facilities (e.g., power, fuel, water)
	
	
	
	

	Provides for annual training of essential personnel
	
	
	
	

	Provides for annual training of Advance Team personnel
	
	
	
	

	Includes an annual exercise that incorporates pre-planned movement of essential personnel to an alternate facility
	
	
	
	

	Provides for an after-action review of COOP exercises
	
	
	
	

	XI. Multi-Year Strategy and Program Management Plan

	Identifies short-term COOP program goals and objectives
	
	
	
	

	Identifies long-term COOP program goals and objectives
	
	
	
	

	Establishes timelines to achieve COOP program objectives
	
	
	
	

	Establishes budgetary requirements needed to support COOP program
	
	
	
	

	Addresses additional program planning and preparedness needs for personnel and resources
	
	
	
	

	Identifies planning and implementation milestones
	
	
	
	

	Creates a tracking system to monitor program progress and identify achievements
	
	
	
	

	XII. Plan Maintenance

	Establishes a schedule for COOP testing and revision
	
	
	
	

	Requires review of COOP plan at least annually
	
	
	
	

	Requires update of risk assessments for alternate facilities
	
	
	
	

	Requires update of department’s Business Impact Analysis
	
	
	
	

	Requires update of personnel contact information
	
	
	
	

	Requires update of maps and driving directions
	
	
	
	


Annex Q — Glossary of COOP Related Terms
Advance Element/Team
A working group responsible for coordinating the activities associated with relocation planning and deployment of essential operations and positions during a COOP event.

After-Action Report (AAR)
A narrative report that presents issues found during an exercise and recommendations on how those issues can be resolved.

Alternate Database/Records Access
The safekeeping of vital resources, facilities, and records, and the ability to access such resources in the event that the COOP plan is put into effect.

Alternate Facility/Work Site
A location, other than the normal facility, used to conduct critical functions and/or process data in the event that access to the primary facility is damaged.  The alternate site provides the capability to perform minimum essential department or office functions until normal operations can be resumed.

Alternate Communications
Communication methods that provide the capability to perform minimum essential department or office functions until normal operations can be resumed.

Assessment
The act of assessing; appraisal.

Backup
The practice of copying information, regardless of the media (paper, microfilm, audio or video tape, computer disks, etc.) to provide a duplicate copy.

Call-Down List
Cascading list of key agency personnel and outside emergency personnel in order of notification.

Cold Site
A relocation site that is reserved for emergency use, but which requires the installation of equipment, etc., before it can support operation.

Continuity of Government
The effort to ensure continued senior officials, authorities, direction and control, and preservation of records, thereby maintaining a viable system of government.

Continuity of Operations
An internal effort within individual components of the government to assure that capability exists to continue essential component function across a wide range of potential emergencies through a planning document.

Continuity of Operations Plan
Planning document which outlines the effort to assure that the capability exists to continue essential agency functions across a wide range of potential emergencies.

COOP Plan Maintenance
Steps taken to ensure the COOP plan is reviewed annually and updated whenever major changes occur.

Delegation of Authority
Pre-delegated authorities for making policy determinations and decisions at headquarters, field levels, and other organizational locations, as appropriate.

Devolution
The transfer of authority for decision-making, finance, management, and operations from one government agency or division to another.

Emergency
A sudden, usually unexpected event that does or could do harm to people, resources, property or the environment.  Emergencies can range from localized events that affect a single office in a building, to human, natural, or technological events that damage, or threaten to damage local operations.  An emergency could cause the temporary evacuation of personnel and equipment from the site to a new operating location environment.

Emergency Operations Plan
A plan that provides facility-wide procedures for emergency situations and generally includes personnel safety and evacuation procedures.

Emergency Operating Records
Records (plans and directives, orders of succession and delegation of authority) essential to the continued functioning of an agency during and after an emergency to ensure continuity of operations.

Emergency Relocation Group (ERG)
A group of employees identified as necessary to conduct business from an alternate facility for a specified period of time during or after an emergency.

Essential Functions
Those functions that enable state agencies to provide vital services, exercise civil authority, maintain the safety and well being of the citizens, sustain the industrial/economic base in an emergency.

Essential Positions or Personnel
Those positions that must be filled by the local government or deemed essential by the state, or individuals whose absence would jeopardize the continuation of an organization’s essential functions.

Hot Site
A fully equipped facility, which includes stand-by computer equipment, environmental systems, communications capabilities and other equipment necessary to fully support an organization’s immediate work and data processing requirements in the event of an emergency or a disaster.

Interoperability
The ability of a system or a product to work with other systems or products without special effort on the part of the user.

Legal and Financial Records
Records (personnel records, social security records, payroll records, insurance records, contracts, etc.) essential to the protection of the legal and financial rights of an agency and of the individuals directly affected by the agency’s activities.

Mission Critical Functions
Activities, which could not be interrupted or unavailable without significantly jeopardizing operations of the organization.

Mutual Aid Agreement
As between two or more entities, public and/or private, the pre-arranged rendering of services in terms of human and material resources when essential resources of one party are not adequate to meet the needs of a disaster or other emergency.  Financial aspects for post-disaster or post-emergency reimbursements may be incorporated into the agreement.

Order of Succession
A formula that specifies by position who will automatically fill a position once it is vacated.

Plan
A systematic arrangement of elements or important parts.
Pre-Positioned Materials
Items without which a department cannot restart its functions.  It is sometimes called an “off site” box.  These items are stockpiled or replicated and stored in an accessible, but secure, location away from the primary office.
Primary Facility
The site of normal, day-to-day operations.

Recovery Point Objective (RPO)
The point in time to which data must be restored in order to resume processing transactions.  In an IT context, the amount of data that can be lost measured by a time index.

Recovery Time Objective (RTO)
The period of time within which systems, applications, or functions must be recovered after an outage.

Relocation Site (Alternate Facility)
The site where all or designated employees will report for work if required to move from the primary facility.

Risk Assessment/Analysis
An evaluation of the probability that certain disruptions will occur and the controls to reduce organization exposure to such risk.

Vital Records and Systems
Records or documents, regardless of media (paper, microfilm, audio or video tape, computer disks, etc.) which, if damaged or destroyed, would disrupt business operations and information flows and cause considerable inconvenience and require placement or re-creation at considerable expense.

Warm Site
An alternate processing site which is only partially equipped (as compared to a Hot Site which is fully equipped).



































































Unlikely in all but the largest organizations due to cost and short shelf life





Make name appropriate to this jurisdiction.  


Delete all instructional balloons when done.





Edit this list to suit the jurisdiction.  If there is no Recovery Services Vendor to call decide what to do and say that.  Memorandums of Understanding or Mutual Assistance should be put in writing and reviewed annually with the other party.  Delete this instructional balloon in the final plan.








If, instead of alternate space, the jurisdiction has agreements with other jurisdictions or is relying on mobile units, this section is where that is documented.  All agreements with other entities should be written, signed off by both parties and reviewed for needed changes annually.





Mobile Units should be described along with their capabilities and the extent to which they may have to rely on other jurisdictions for part of their functionality.





Delete this instructional balloon from the final plan.





If there is no need for an advance team to make ready an alternate space, consider using this space to name the teams you will have.  Possibilities include:


Financial Team


Facilities Team


Technology Team


Recovery Team





If invoking a mutual aid agreement consider naming the team that will go to the mutual aid site in this spot.





Delete this instructional balloon in the final plan.





Smaller organizations are less likely to have an ERG or an alternate facility and more likely to have a mutual assistance agreement or memorandum of understanding with another entity.  The terms are defined in Annex C.





Smaller organizations may not have this elaborate a process.  The key is that the facility needs to be secure and have access to key records.





Someplace far enough from the primary office space that it is unlikely to be destroyed in the same incident.





For employees to be prepared with personal “go kits” in cars or at home is fine.  For business information related to the duties of the governmental jurisdiction it is better to have the information held in a secure location away from the primary site.  These Pre Positioned Materials or “off site” boxes need to be updated at least annually, and perhaps more often to assure that the material kept in it is useful.





Planning on “go-kits” being something people grab as they are evacuating is not a good idea.  It is not reasonable to assume this will always be possible and the reason it is in the kit/box is because it is really needed.





It may or may not be appropriate to combine vital records with the Pre Positioned Materials in Annex D.  If most of the vital records are paper it is more likely than if they are electronic.  This is a judgment call for the jurisdiction.





Delete instructional balloons when complete.





In smaller jurisdictions not everyone has a confidential inTRAnet site.  Remove the reference if not appropriate.





This is not just for computers and computer systems although they can be included here.  If there is a separate Information Technology Department it will need its own plan with detailed technical data about Servers, Desktop PC’s, Laptop PC’s and software applications used.





When working on this part of the plan, go back and look at the RTO’s and RPO’s set in Annex B.  Meeting those goals is probably dependent on being able to get these systems running and that may include acquiring different equipment depending on the extent of the disaster incident.











Delete instructional balloons from the final plan.





If sorted correctly the Employee roster can also be used as a call tree, but think about how it would be used rather than just assuming it will do the job.





The normal work location may or may not have equipment that is salvageable.  For PC’s most jurisdictions will not wish to carry the expense of duplicate gear for a “just in case” situation.  Consider contracting with a disaster recovery rental equipment provider for things that can be pre-configured and shipped overnight.





For other office equipment make lists of requirements and plan on acquisition from local sources and/or regular suppliers.  Same with consumables on the next page.





Review the EOP if it exists.





Developed for KC metro.  If used elsewhere needs to be updated.





Calls for something that may or may not exist.
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